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https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Scenarios.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/welcome.html

AWS Direct Connect Add a permission2|

22| 74 QIE{H0|A B E A

Direct Connect & AF®73504 IHE 2] AWS AMH|A 0| HMASHE B2 BGPE Sl F10g HEE! IPv4
MS A EEE IPv6 S ALE K| SHoF &HLCt.

. ABRHE HE2 HEAE AR 2lo{of 5H0d, 0[2{# MEAHS ST x| QB S = 7|tof &
S Al E=sfof LT

- EZfE 9| SXX|= Amazon HEE HFAt0{0F B LICH 47 To|H 2t -2 X|#H=X| et&LCt

+ Direct Connect = 2HI2E IHZ! EEZ S £&5t0{ EClEC| AA T Z D E HFAFOM AIZHE|R
=X| &olgtLct.

AS_PATH L 7}% 21
7 QI HEE 7
HEs ¥y %

HEA Ydx|= cIRE B2 E A™St= ol AFSELICH AWS & S HFA
A OIE{I| 0| A 25 0i 2T E|= Direct Connect 3R E AFE5H0{ I 7| & Q!

® Note

. AWS == IO AWS IP =4 2| JSON I} ip-ranges.json0il LIQEE HF A= AWS
= 2o et B ELLc

« AWS 48 2O AWS IP T4 2| JSON It ip-ranges.json0i| LIEE HFAHE AWS
A48 el™o e Z o ElL|Ct.

ip-ranges.json I} A0i| CHEH RFAM|EH LIS 2AWS QB 2 ZO| AWS IP =4 BHE T 5HA

o

-l .

« Direct Connect £ Z|A& AZ Z0|7} 3¢ HFALE & ElL|CH

« Direct Connect = & 224%I NO_EXPORT BGP HFLIE|0]| ZE HEZ! MFAIE ¢ 2L|Ct.

. T 74Ol MZ CHE TE R 7HY QIEIHIOIAE ALB3H0d T JHOl ME OHE EITolM S Y HEA
ZF15tD = ot LS BGP 41 71 ZI HF A Z0|E = FR AWS = o2 HI2E ECf=of
CHa & 2lTel @M &2l XIFgLict

-

El
nix
n
:‘_
o
I
&
9
>.
Lu_
oi
2


https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html

AWS Direct Connect Add a permission2|

. Direct Connect 94720| 0424 7HQl B2 B2 £X0| SUE MFAE YoM b2 E Eafzol
o

« Direct Connect = Amazon HIE L3 LA Z40| Z 15t HFAIE SX|&LcH HEZ! VIFO|M
st&th 1 MFALE O3 Zo| ChA| st R| eE &L
- 7|E} Direct Connect 024
-« AWS 224 HEQ/3 9 T|o{&lsteE HEa
« Amazon2| M& MH[|A XS A=

=
- HEE QEHO|AE AISE e

HE2| ASN = Z2I0|2 ASN & 3tLHE A E = l&LICh
Tt g0 22 S 18 AHgo| A&
- I{E2 ASN: ASNE L7351 O|& &3 HE[7h {ofoF & LICH AWS = ASNe| 27 HS HOIY

LICF ASN(1~2147483647)Z} Long ASN(1~4294967295)0| 25 X|&HE LICH
- Z2tO|H! ASN: CtE (ol Z20|8! ASNS A EE = /&L

. Zz}o|2! ASN: 64512~65534

« Z2}0|%! Long ASN: 4200000000~4294967294

4Lt Direct Connect & M5 AFE CHE AWS TZ40|Lt QIE{Slof 22! i Z2}0[H! ASNZ AWS
ASN(7224)2 2 HFELICH.
« ASN E&F &:

- I{=2!/ ASN(ASN 2! long ASN Z5), At83tH 27 52 ASNO| | & CHZE 2 S35tn, EF S¢l
ASNO| CtE W ES|T o EAELICH

« Z2}0|8! ASN(ASN 2 ZI ASN 2 F)2 AF28IT7} Z2H0|9! ASNS 72242 AWS CHAE m 2
7 52 ZEJ MAEULC &, HE2] 7t4 ClIE{H 0|AN M Z2t0|8! ASN2 AFHSE AWS I
ASN ZZ|HIZo| 2| o| et & Ao P& O|xIXx| et&Lct.

- HE2! 7H4 QE{HO|AE AWS SEIE AF850{ BGP L|0{3 MMS MHE M At A|AHR #HS
(ASN)O| 7224 & ALE3t0 AWS F0iA BGP Mg MHEELICH 2tRE| 2= T2 A o|E9 0| C|Ht
O|A 9| ASN2 O] ASNI EZFofF BFL|CE 11 ZH ASN2 anASN(1~2147483647, 0i|2F 2| MQl) EE&=
Long ASN(1~4294967295, 0f|2F 2| M) 4= U&LICH.

HEZ! 714 QIE{H| 0| A BGP 7R LIE|

Direct Connect = HE 8] 7ty QB O|A0 M ECiEe| Hel(EIM E= 2 2Y) A et 7/ 88
£ Mojste ol =F0l &l Hel BGP HARLIE| Bi2 & XIMELICL = HEE VIFO|M £ AE 2= F

HE 2 714 QIEIHOIX BGP AT LIE] 7



AWS Direct Connect Add a permission2|

2 E NO_EXPORT BGP 7 LIE| Ef1Z Ef27t X|HE JAAMEH AWS MEIRLICH &, AWS HESZ

oHaliE 2t HEE AFSELICH

BGP R LI|E| EH2

MEX7F Amazonol| 32 d5t= HE 2] MF AN BGP 7HRLIE| E{IE &5 Amazon HELZ(E
ZAWS 2 HME, 0§ | 2 E I E= ZE HEE 2T 2 thY)ollM HFAE ™utg HIE Lt

Eldl =~ &LCt.
AWS 2™ 7R LIE]
ClHIRE EIRE HAMof| CHsHME CH2 1t 22 BGP 7R LIEIE AR E + U &LCH

e 7224:9100- 24 AWS 2|A

o 7224:9200- CHE AWS 2| o AR 25!
- S0/ 1S
« OFA|O} EH Q¥

. 98, 55 Yotzajst

« 7224:9300- 22H(ZE HEZ AWS Z|H)

@ Note
HRLIEIE}OE M83tx| o™ 7|E2Mo2 T E HEZ AWS ZM(S2 )0l HFAZL &
=18 sl

Z2 HARLIEI7I EAE|D S8t AS_PATH £ 42 71T HF AL COHE B22| 2 iLCt

FHFLIE| 7224:1 - 7224:65535= Direct Connect0d| 2|8 0 2FE|L|C}.
OIRHI2E CIRE Malo| A= H 1=l HA=20| CtS BGP FLIE|Z Direct Connect & &fL|C}.

« 7224:8100- =X Direct Connect X|H0| A4 E S8t AWS 2| A|ZHE[= AZ IL|CH

=
o
S et S0l Al ElE B2 Lo

e 7224:8200- XY Direct Connect X|&0| ¢dZ&A=!

- B} iS - CtE CHF M Ed st =ML

HE2| 7ty QIE{m| 0|4 BGP AR LIE| 8



AWS Direct Connect Add a permission2|

® Note
ZE AWS HE

Jqu
e
-n
Pl
lj
1>
el
ol
G
rEI
5]
m
uj
il
oo
ol
Ral
5O
1>
-
n

Direct Connect IHE 2] 120 X|HE|X| et = HFLIE[= M7HELICE
NO_EXPORT BGP 7R LIE|

OIRHIRE BIRE M=Ho| 422 NO_EXPORT BGP HRLIE| B2 HER! 714 QIE{m o|A 0 X|HE
L|C}.

Direct Connect = EE8F ZF 11 El Amazon Z20{ BGP 7R LIE| Ef2E N|Z&HL|Ct. Direct Connect &
A3t HE 2] AWS MH|A0| HMASHE AR Olg48t HRLIE| Ei2E 7|H o2 TEE MME

AA = Ll EI-

HEZ! 7} QIE{H|0|A Q| A2 T ZHO|| | Direct Connect Z 15t 2= ZZ0{= NO_EXPORT &
LIE| Ef27F R[HEE Lt

Zcho|s! 7te QW 0|A B ME 7hef QW 0|A et HAY

E AME5to4 =20l AWS 2|AA AWS Direct Connect 0ff HAM|ASHE ZLR BGPE S Z10E IPv4
E= IPv6 HSFALE X|HSH ok B LICH o|8t MF Al HE2 = Z2to|8lY &= l&LCt.

AT HFALE 7|8t 2 ChEnt 42 ot RH2E 2t Y &0l M LT

>
E
cn

£ 7t 71 HF A 208 WX "WItELChE ¥Hete 2tRE B2 HE|=/IHA|E S 2
gt B 04 Direct Connect 7t & QIE{H|O|AE AIE5t0 O AR B2 E 2= WE AWS H
Zgtict kM LI 2 Influencing Traffic over Hybrid Networks using Longest Prefix Match& %
x

I

- 2 7|8 Y2 Hots EtRE BRIt HEIE/IHA|E HAAE 2ft Jo|T LTl HF A HO|7t &
U M AT S HE L= BGP S LICE 0] gf2 2|™MHEE H™E|017224:7200- 5 2
7|18 8™ HRLIE| 2t2 AWS 2| A& 3+o4 242 El AWS Direct Connect 21 %|7F SL&LICH 2&
2/Z10| Direct Connect 2|%x|2t HAEEIX| 42 B9 H I 2 g2 MHEELICL o= §ZE EZH 7|
= MY HRUE| Efa7t el d<olot MEELICt

sk A
Ay £ 9

« MEFAIZo|t 24 7|2 Mol ST AS_PATH Z0|E AIE56t0d 2B B=E
&L},

ZEfols! 714 SIEIHOIA X H% 714 lEHOIA 2o e B4 9


https://aws.amazon.com/blogs/networking-and-content-delivery/influencing-traffic-over-hybrid-networks-using-longest-prefix-match/
https://aws.amazon.com/directconnect/locations/

AWS Direct Connect Add a permission2|

- YA Zo|, 24 7|& MY X AS_PATH7} s Y8t < MED(Multi-Exit Discriminator)& A& 5104
CtRE Z2E EOlE = J&LICH BIt Al M &2 AWS 7I ¥ 2 MED 24 M88ts A2 TE
StX| ef&LCh.

rot

- AWS = HFAIS| AS_PATH Z0|2t BGP £40| S8t A2 o2 & E= Zeto|8! 7+4 2IF
HolA0M S7tCHE 7=|E(ECMP) CIRES AL ELICH MFAFC| AS_PATHO| /= Autonomous
System Number(ASN)7} L x|& 2= &Lt

Zzto|s! 7hy QIEmo|A ! M&E 7hH4 IEE 0|4 BGP HRFLIE|

7} Direct Connect Z2}0|8! == & 7t QIE{H|0|AE SaH 2= d0|A {|X[2 EE ZZ2 AWS
2™ 28 st= 22 AWS 2/ Direct Connect 9 %[0l 1Z2EI= AWS 2|H 7|EMo 2 ¢ZAE &
Ustol A ECMP. AWS Z|7X prefer Direct Connect 2IXI& AFE35tE 7|50 d&ge Ell’.'é!L—l C}. Direct
Connect #1x|2| AZE AWS 2™ 2 A/H35t2{24 AWS Direct Connect /%€ & Z=3HM L.

ME 2Z 7|8 MM HFLIE| Eja 7t 912 ™ Direct Connectol AHE Ct21F ZH2 AILIE|20M 5 74
0|49 74%0“ AR S U8 AS_PATH Z 0|2} MED Zt0| Q= M Ao CHSH Z 20|l EEs= ©E 7HA
OlE{H|O|AE E3 ECMPE K| &hL|Ct.

« AWS 2| TS EliEols U =270/ A|LO|E CHE Z 27 0l AlD AWS E|TH0lE Y
gf ol A= fxIel 7ty QlEmHo|& B2 F JH ol [U&LICH

- AWS 2™ T& EciEols SUeF 210l U}UX| ef2 fIxIe| 7h4 QlE{mo|& B=Tt & 71 o4
&LiCh.

KM L2 Zetolel e TS 714 QIE{H| O] A0 AWS 2 2428 [ Active/Active EE= Active/
Passive Direct Connect @122 A% 5t2{™ 0{= A| s{oF & L|7I?E HZFHM 2.

(® Note
Ol AWS 2™ 2= 7|0|A x| 2 ECMPO| F&2 FX| f&LCt.

A2 7|8 4™ 2 AN o{3t=F Direct Connecto| A= Z2t0|8! 7t4 QIE{H[O|A QL & TH4 QIE{HH| O]
A0 CcHet 24 7|2 8 BGP HRLUE| E{2E X[ FLCH.

Zalols! 7Hak QIR O|A D ME 7h4 QIE{m|o|A Bt & A 10


https://aws.amazon.com/directconnect/locations/
https://repost.aws/knowledge-center/direct-connect-private-transit-interface/
https://repost.aws/knowledge-center/direct-connect-private-transit-interface/

AWS Direct Connect Add a permission2|

2Zd 7|28 M BGP HFRLIE]

27 7| M5 BGP HRLIEI S AFS 50 241 EBfTol CHEt 2= WA U B2 7|2 Mue
HET0l MBE 4 ALICH BGP MM Sof B3t 2 HE Aol Chal HRLIE| 18 83t
of EBT| uHEte Qlol HPE BRo| LM £IE Lierd £ et

che 27 712 A8 BGP HRLIE| it RlELICH

« 7224:7100—2 M3z

« 7224:7200—5 7t M3 T

« 7224:7300—=2 M3

24 7|2 44 BGP HRFLIE| Eja= &% HiEIALICH S Yst7HL CHE AWS 2|0 /= 0=|E-|
Direct Connect 12 (&A/& )0 M ECiEE 2 W A5 2{H 49| 7.;.—'.:— }01I (7224 72005
7|2 d™)ot Zo| sYet AHRLIE| EfOE MEELICH 912 & 5tLtrt AuistHE & 21 A2 t+71l

10| LtHX| HEIE HAZANM EEfEe| 2EE #-E0| RX[ELICt. 0424 Direct Connect 212 (HE|= /Il
AlE)ol CHEt Zof =X|E X[etE{H 7|2 E= 88 7t QIEHo|A S| MFAMH MEET =2 HF
LIE| Ef2 & ME5t D W e = WAL 7t QIEH|O|A S| MFAM e MEEI X2 EfOE MEF
LICH O & ™ 7224:7300 (ME L =) (@hH el 7|2 &= &8 7t& eIEH o|A0= BGP 7L
E|E{E, A2 7}4 QIE{H|O|AMIE 7224:7100 (K2 MEX)E MHELICH

24 7|2 44 BGP 7FLIE| Ei1= AS_PATH &d ™ol B7tE|HH, 7HE E2 7|2 487 7HE
2 7|8 48 =Mz B7HELLOHOHE £2 7|8 2ol MEH).

Direct Connect Z2}0|8! 7} 4 QIE{H|O|A 2} E! oA

Direct Connect ¥/%| 1 & 2|T0| VPC & 2|71t St 8 Te{&LICh CHE 2I1T0ll 5 Direct
Connect ! ?/%|7} /S Direct Connect 2|%| 1(us-east-1)5Eq Direct Connect H|O|E 0|7 X| 5 74
o| ZZo|&! VIFs(VIF A 2! VIF B)7t & LICt. Direct Connect ?|%|(us-west-1)0| A Direct Connect 7|
O|EQ| 07 x| =2}O|8! VIF(VIF C)7t 5tLt d&LICt. VIF A O|Tof VIF BE S35l EEZE AWS 2t
2I5t2{™ VIF Bl AS_PATH &2 VIF AAS_PATH S ECH B M- uct.

VIFol= CtE1F 22 70| Q&L

P
I

* VIF A(us-east-101| &&= 172.16.0.0/162 Z 15t AS_PATH £+ 65001, 65001, 65001 L]
Ct

fjo

* VIF B(us-east-10i| &£ &)= 172.16.0.0/16

1 5tH AS_PATH &2 65001, 65001 &]L|Ct
« VIF C(us-west-101 &&h &= =

172.16.0.0/162 &1 35lH AS_PATH &4 65001 &L|C}

[H

Zro[S1 71 & OIEJHOI~ 2t S ofiAl 11



AWS Direct Connect Add a permission2|

us-east-1
Corporate data
center

us-east-1 VIFA

S @

VIFC . Corporate data

center

us-west-1

VIF C2| CIDR Q| 1AM 84Z5t= 74 VIF C CIDR B0l &5t= ZRoME 74E ZI S A7 Q)
o8 Z VIF CE A28t

* VIF C(us-west-10] &&= 172.16.0.0/242 1 5tH AS_PATH £ 42 65001 L|C}

Corporate data

center

us-gast-1 VIF A

VIFC . Corporate data

center

Direct Connect gateway

West

West

Zzho|gl 7HAF QIE{m| oA BFRE! of K| 12



AWS Direct Connect Add a permission2|

Direct Connect 2128 S M

AWS = Amazon Virtual Private CIoud(Amazon VPC)2t 2= g|0lA =z} ztofl S&=230] ot |

Ef{3 HEE 28E = = 7lsE DAl AH MSELICH. AWS Direct Connect Resiliency Toolkit2
o S &3 20| XL El 14 DHHAE XS ELICh olzet 22 SLA SEE Fdst7| flsh M8
i £ E ZAYs Ol =25t o =20 ELC S22 2dg MEIS OIS AWS Direct Connect
SHHEF IEVN NS HE T2 Z2ENAE CHLHELICH =2 2E2 o2 fIx|of 2HFt s~ T
8 42 # & A&t

CIS A SMHE A8E 5= USLICH Direct Connect.

led
2

It
0
0%
o
H
[
rlo

AWS Direct Connect Resiliency Toolkitol A XS =04, 99.99% SLAE &
5t7| @5 M8 S T2 = Ues Y-S NI FLICH O] B2 Direct Connect AMH|A =F H|
oFofl BAIZ|of U= SLA S 2[et ZE F MEE SFsHofF &Ll RHMEH LI 2 AWS Direct

Connect S &= =7 7|E BHE FZstMA2.

- =2 S¢=:0] 222 AWS Direct Connect Resiliency Toolkit0| A AP%%E* T 2 99. 9%°| SLA
SM57| s M8 EE F26t
oFofl BA|Z|of U= SLA EES2

Connect S¢3 =7 7|E EHHE HISHAAIL.

- iy Y HAE: o] 2E2 AWS Direct Connect Resiliency Toolkitol| A M3 =, B ?x[2| 74 C|
HFO|AOIM B RSt B ol KES AI8610{ SR5HX| 2 HIA=Z=0l CiE 7Y L EHAE S
d2 2 = e Y S NS LIk XEMEH LHE 2 AWS Direct Connect S 8= =5 7|E H#
2 XA AR,

« Classic: Classic 217222 AWS Direct Connect Resiliency Toolkit 10| 9342 MAErLICH o] ZEH2
7|E dEE _‘?'_-f-’rﬁf /2 M Resiliency ToolkitE AFHE35HX| o1 %"—7} HZAS FII5IE{E AFRKIE
?I5H AHZIRELICE O] 2= S| SLAE 95%0|X|Bt S20|Lt 5582 M3 5tR| E&LICH RHA
gt 82 oA oA TS FESHAAIR.

=X

« SSHEZ A =4

« AWS Direct Connect &2 = 7|E

« Direct Connect 224! ¢4



https://aws.amazon.com/directconnect/sla/
https://aws.amazon.com/directconnect/sla/
https://aws.amazon.com/directconnect/sla/
https://aws.amazon.com/directconnect/sla/

AWS Direct Connect Add a permission2|

SSH ¢4 A 21

Direct Connect = £Fe 2 E ZH MR E S 17]7IH|E O|HHA'E 1000BASE-LX(1310nm) &4
7], 107|7FH|E8 10GBASE-LR(1310nm) &4 417], 1007|7}H|E 0|C{4'& 100GBASE-LR4 EE &
400Gbps 0|8 400GBASE-LR4 ZE &£ T E X|HELIC.

m

H
o

O
[

5tLEZ AWS Direct Connect Resiliency Toolkit &£ Classic Direct Connect 21Z2& AL
_|

A
2EE = AsLoh

P
P

=
S

=2

=

L2 T
my It

[e][]

AAE

1

2y ched

I

e 4 1Gbps, 10Gbps, 100Gbps ! Direct Connect ZItEL{ E&
400Gbps HES3 22 X2t $4246}04
CO|E{ B, AF A E= F
270l g F o EtREHE
Direct Connect 9|0l &4
ghuict HEY 3 MU
0l A= AWS Direct Connect
IE 47} ofL|o{E & &
Aol od@dal & = UsL

C}. Direct Connect & ¢4
AoME BHY 2E FMe
£ S35l 1Gbps: 1000BASE-
LX(1310nm), 10Gbps:
10GBASE-LR(1310nm),
100Gbps: 100GBASE-LR4,
400Gbps: 400GBASE-LR4 9|
EZE ST & X[HFUC

ok
>
om
e
[

50Mbps, 100Mbps, 200Mbps, AWS Direct Connect I}t E L
300Mbps, 400Mbps, ZZ2 2o mEL4Q} $4=245}04
500Mbps, 1Gbps, 2Gbps, ClO|E ME, AFAM EE E2E2
5Gbps, 10Gbps Z! 25Gbps. 70| B 2| 2t RE{E Direct
Connect 9| %[0l 23ZAELICt.

S3 BE{g o B 8o
oiZe rZELICH



https://aws.amazon.com/directconnect/partners
https://aws.amazon.com/directconnect/partners
https://aws.amazon.com/directconnect/partners
https://aws.amazon.com/directconnect/partners

AWS Direct Connect Add a permission2|

CH4Z Direct Connect O] 1Gbps 0|4 QI0l| Q1Z452{H LIEQII VI OIS QT AR S S=5t=x| 29l
glct.
=

- HERFoME 17|7HH|E ol o] B 1000BASE-LX(1310nm) &4 & X[, 107|7IHIES| B
10GBASE-LR(1310nm) &4 &1 & x|, 1007|7H|E 0|c{419] 749 100GBASE-LR4, 400Gbps 0|
Hio| A2 400GBASE-LR47I Qe B 2 E T MR E ALE35lof & LICH

« A4S XMZ35= AWS Direct Connect IEXZQIEof 2 & 47401 CHal 2= j|O|A C|HolA Kb

g 3t5H 7Lt HIgdstsHok & —’F— Q& LICt Direct Connect 21740 7t &2l 74 €l
HENR Qe B2, AlS 2(HI0|E 2 3) 24 612 MME R RFHAAL.

HIZ25t0{ LEY3 M2 2 802.1Q VLAN &3S X|sHoF ghL|Ct,

« C|HIO|A0{ A BGP(Border Gateway Protocol)2F BGP MD5 Q152 X|¢d5Hok

o (ME4 AHE) WIE Q| Z0i BFD(Bidirectional Forwarding Detection)& 748 + U&LICt Z Direct
Connect 74 QIE{H|0|A0f| CH3H H|S 7| BFD7} AtS2 2 &3t ELICE Direct Connect 7+H2 QIE
Ho|Ad CHEHME AHS S 2 5| X|BH ELRE0M 0| T datoFl 2F& 0| A|ZHELICH XA
&t LI 2 Direct Connect 2122 2|8 BFD EM3IE & X 5IAM2.

J>'U

Ju
)
: 1z
R
N
i

HEsHR| ot E9 A8 =3 2 LICE AWS Direct Connect Resiliency
2 5t S Direct Connect S 3 =7 7|E.

Hl
rin
2
N
2
=
2
I
H
1o
T
el
_t':l
m
Ind

AWS Direct Connect S84 =3 7 |E

AWS £ Amazon Virtual Private CIoud(Amazon VPC)et 2= O|A Ql=g} ztol S24240] S o{t Ll
E3 A2 2HE = U= 7152 Dol A MBS LICH AWS Direct Connect Resiliency Toolkit

ot S REO| & E HZE DHHAIE MSELICH olefet 222 SLA SEE Edst7| 2ls T8
A 8 ZAMet S FEste ol 20| EUCH S92 nHg MEdS O AWS Direct Connect
8 HE FE ZZMNALE LA LICH S 222 o4 fIX[o] HHer 2o H

« M8t 55 Direct Connect T& ¢14E MEISI T FE5t= wWEdol Cist X|[&E MSELICE.

AWS Direct Connect S¢2 =3 7|E 15


https://aws.amazon.com/premiumsupport/knowledge-center/enable-bfd-direct-connect/

Add a permission2|

LICH

F

o
=

Ol§ € AIs2=z 7448

74

&

O
[

18

X
(Ml

AWS Direct Connect

ol
<o

« 7|& AWS #H™H0| 1 4%l AWS Direct Connect

L{CH

OlA
AE

4

ezC g

F

(LAG)Z ‘4443t 1Gbps, 10Gbps, 100Gbps EE= 400Gbps 0|2]2] &

=

H

[ LAGO|

=

T AWS TLZHO| ALt
x

=1

BHLICH LOA(Letter of Authority)S & Al C}

=
o

.|

pal
A4

0%

[N

oll
<0

un 0i0

FL

(=3
[

=
S ©
=2
o

FLICh REAIEH LK

=
=

|.

LICH

F

=

I-7;|s

o

H
10| 55 7t QEH o|A

z)
P

o

=
=
i

-
ol

Iy

(e]
L
2

|0

FLICH EeH
I

S
=

o4 BGP

30| B2 E|X|
M3

O

47

O
[

LICE.
18
A&

—
=

F

ey =3
o Hd
X

—_ =

A
i AWS

5]

3

ot 7| 2l

Direct Connect C|H}O| A 04| A
50|
 L—

(£)0ll CiEl LAG 2

|.

—

ols

2 2R E[EX]
the section called “Direct Connect %O

- 3

o]

<1
o
Ki
KO

ol

LICt XEAM|SE LHE 2 Direct

F

ey =3
o -

— =

|ZE A

F Amazon CloudWatch X

—

=

|E{m| 0| A 04 CH

7ty 2

al
= =
Connect

74

—_—
[ITe)

ol

2LEY g

|_

S
[l

A&

=
=

1T 7IETHC

=
=3

Y

—

()

4 AWS Direct Connect =

m!
—

=5}

3

A
—

k=]
==

|

=2

q

2
=

=
=

il

K

o+

T

3l
ojo
ok
hio

00

Wy
N

4l

Ok
K-

Wy
N

Zl

00

L=

LOA-CFACI2ZE

F

—

=

2dZoil CH

ol
or

i
o
kir
Ko
ol

100
—r

01
™
o
Hr

<0

ol

mr
or
Hr
ol

110

0i0

16

AWS Direct Connect Resiliency Toolkit0| A At



AWS Direct Connect Add a permission2|

o ZCH E2&M: 0| BEI2 09.99%2| SLAE A5 7| et e 448 25 2 ME&ocH
0| A< Direct Connect MH|A =F 7|20 HAIE[0{ U= SLAEHEE /et ZEE QTF MEE FF

oHioF &FL|ct,

J

;o] PEI2 99.9%2| SLAE EM5I7| {8t M oddg FE5te YHE MEELICH Of
irect Connect MH|A £=Z& 7|2fof] HA|Z|o{ U= SLAEAMEE &
C}.

F

S 0d HF
i
O

r

o

EAE: ol 22 g x| 7HE ClHIO|AMM SZsts B ol ¢Ids AL835t0 2 5tX|

=
Az ol cfet 7HY  E|AE SHEE HEE + Ue 8-S NS L

ro me

A0

.
0o N
- =

r
ol

d
-

rlo

4F812 AWS Direct Connect Resiliency Toolkite| @12 OHHAISE AF85t0{ SLA SEE 27
2/ L|C},

rr oz

o
L
o

® Note

Resiliency ToolkitS AM2 804 AWS Direct Connect =23 D EIS MM X| 8t 224 Classic
HAg MME = AaLct SeH4] dZol Cist XtMIEF HE = oA HEE FESHAAR.

TEE AlE 7| Tof Chs HEE Helst AR

« SSH 914 M ZZE(8) SRIFLIC

- AMEY = e sHE 2E.

z|cH =214

£ 0|d /Ix[e] 7H&E C|HtO| A0 Sz ote o (EE A86tod 2 HIZ =0 CHslf Z|CH 53
g2 HEE & J&LICH ol 22 ClHtO|A, 24, A /x| 7ol Ciet SHEE MSELICH ChE
22 S8 Direct Connect %2 0|83t= ZF 124 H|0|E] ME{o| &£ HAS ZF EoiFLICt E
o el 22 Clole MEe| ZF idE MZ CHE PIRIZ HZEE &+ UA&LICH

AWS Direct Connect Resiliency Toolkit AF Z= 74 17


https://aws.amazon.com/directconnect/sla/
https://aws.amazon.com/directconnect/sla/

AWS Direct Connect

Add a permission2|

................................... ) ~\
lj Region | {%,) |
! E =t
Amazon Web Services
Direct Connect location 1 Customer data center
| \ y,
e
| ™
D -
=
Amazon Web Services
Direct Connect location 2 Customer data center
> )Ii >
> r{: >
. S
AWS Direct Connect Resiliency ToolkitE AF&3+04 Z|CH S 2 2 St= ™At MME X

StMlz[CH S#3 74,

o (=)
e =8y

-?-Jagl:oil CHEt
= Cl|Hlo|lA @

£ gxlste oz _'.:_

31 1 ol
il
kR

IHOHU

HIT
rlo
I
o
0z



AWS Direct Connect Add a permission2|

0
E _____ S -
Region Amazon Web Services
! Direct Connect location 1 Customer data center

—>|€

S

) s
Amazon Web Services
Direct Connect location 2 Customer data center

AWS Direct Connect Resiliency ToolkitE At&30{ =2 S ¢ REHE 75t Al MME & X
3|.kllohzo E°_|E=| __I.LA'|

L3 L- 1

d

i X EAE

=

8t QIx|o| JH ClHtolA0IM Bt HE o HZS AHZ5tod R5HA| o2 Y=ol CHEH T4

LS —

LEAS SUYE A2 £ AUSLIC(OI 28 BE). 0l 2E Clufola 2Fo et Siue X
ZaHx| 9Ix| 2 Foll ChE SMe KB sHx| ShaLich
et 2 EAE




AWS Direct Connect Add a permission2|

s
Amazon Web Services
Direct Connect locafion Customer data center

D
0 ..@

AWS Direct Connect Resiliency Toolkite At&3t04 Z|CH |2 RIS F&st= Hits MME2 FX
ML L EAE S§2 74,

AWS Direct Connect FailoverTest

m

AWS Direct Connect Resiliency Toolkit2 Al& 5}04
AMNEE SFste=x| FHlFLIC

o 28 Helstn sid 227 =d8 27

st M| Direct Connect &0l = x| EHAE.,

AWS Direct Connect Resiliency ToolkitE AI&35104 S22 ICHSISIEE
Direct Connect 743

O ofA|0i| A= Direct Connect Resiliency Toolkit2 At&3504 Z|CH S¢2d DS FA8LICH.

o x| HAE 20



AWS Direct Connect Add a permission2|

xHod

« 1EtA[0f 7} AWS
. 20 Eel 2y Ty

>

o 3CHA: 7}AF OIE{T|O|A A

=) S
o ACHA|: 714 ClIE{H|O|A 2224 1AM EHO
o 5CHA|: 7hAF QIE{T|O| A @473 20|

1E-AH|:0d] 7} AWS
E Ar835te{ Aol of & els B AWS H'H0| Direct ConnectZ g LICt.
o 7t AWS AH

AlZ5tE{HOo| AWSE QB LICH AWS AE. Mol CiE REMIEE AWS A™E L& 2 AWS Account
Management & & SFHLHA{Q| A|Z5H7| AWS HHE FHESHAIR.

2EA: S 2E 7Y

ﬂ
a
M
ro
0x
Hd
fIX2
o
gt
0x
on
i
2

-_—

https://console.aws.amazon.com/directconnect/v2/home™| A Direct Connect 2&2 3 LILC}.

EFAH ZHoj| A Q142 MENSH O} 0474 AIAIS MENSH O}

| 1 o == —

212 =AM |&0d M Connection WizardE& MEHSHLICE.

oA W N
JHr
P
x

+F0IM o) BRMS HEE = )
A

o
HE 7 Zo| i dYolM g s-ELICH

=
?4Z20]| =48t 8t Direct Connect ¢ %x|& A1EH

b. 33 ™ 4 guict

c. HFElE B2, X i 5t RARIIM ALERE EE= ALE RIS HIERX T 3SRt 7HE 7Ht 2
& MEELICH ol M2 siE fIx|7t A= 2| 048] F0l MMR(meet-me room)& #11 X
ZR02 AL E = USLICH

d. Z|X Qx| MHIA MBUMEZE 7|ELE Mt B2, CHE M3 U2l o|Fol= At8stes 1t
o| O|§ & Y™ELct.

Jul
o
Jir
[l
1
-
0x

21


https://docs.aws.amazon.com/accounts/latest/reference/getting-started.html
https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect

Add a permission2|

e. & Hm| @x| MH|A SZXtoilA 248t Direct Connect 9 %8 ME4EHLILCE,

f. HPEl= B, F M 5t AR AFSK £ ASKS| HIEQIT SZAIQt 7HE 72
5 MEigLICH o] SME Y X7 ZAE 2l 0484 B0 MMR(meet-me room)2 X1 QU&=
Zoiot A8E £ U&Lct

g. F Hm Qx| MH|A NS YA 2 7|EtE MEiEH 2, CHE NS YAl ol§olE AF8SHE THE
L{o| O|§ 2 =gt

h. (ME) i3 & FIt5tHL MHE = A&t
[EH2 =7H B FIHAdd tag)& MEHSI D CHS S - ELICH
« 7|(Key)dll 7| OIS YU=AFLICH
« 2toll 7| Zt2 =4t
[EfZ & 7] EH ofl U= EN MHE MEdELIct

CtS2 MEdEhLICE

HAAE AESH OIS HSS MEighLCH

LOA7} ZH|E|H LOA L2 2= & MEYE O S A& S =L

oM 2Hg HEST dZE ¢

&Lt OIIJ1I°E'°

7t Al AFEEE ofHI Y

x| oho® ei7do| AXIELICH

3EHA: 7t QIE{m|o]A dd

st ZEE T ZH|X{'D AWS 5t= O ZICH 72A|Zt0] AZ = U&
=] o]

=
| 210l CHEt F£7H HEE 2Fst= olHYE &HE & U

FAE MSELICHAWS. 7Y O|Liofl S 8lofF i, 2

7t Z2tol8! elEmo|AE ddsto] VPCO| HZAE & U&LICH = HEE] 74 QIEHOo|AE

5tod VPCO gt

AS OlEE= 742 ofZst

IHE 2| AWS AH|A0f @488 4= Qla LI vPCol CHEH = ztolgl 744 QIE{H| o]
VPCORCH stLtol Z2to[S! 7t QIE{mH[o|A7F He B LC o & 043742

VPCo edZsted™ Z2to|8! 7He QIEm|O|A L 3717 He B L.

AlEtst7| Mol ot

Resource

Connection

M7 =R 2ol

S

A
T%

T

7Hs QIEfHO|AE A

ULICt.

Rl5t MAI2.

15t24= Direct Connect 912 == 213 & I &(LAG)

Jul
o
J
[l
i
-
0x

22



AWS Direct Connect

Add a permission2|

Resource

Virtual interface
name(7t4& 2IE
Ho|A O|F)

Virtual interface
owner(7+4& CIE
HO|A AKX

(Z2to|8l 74
QIE{m| O] A Bt 5
=) Connectio
n(4)

VLAN

]

1
0%

=
ol

7te QIE{m o|Aof O|F &LIC.

rr

E Adol oigh 714 lEmo[A & ddst= 32 CHE AWS AIEe[ AE ID

Ct. 7t&t Z2to[8! HIO|EHO|E MM E M T3 Z2to|H! ASNE K|
£ Ql&LICH O K| 22 AmazonO| 7|& ASNS AMZghL|ct. RHA|IEH
2 Amazon VPC A& Mol 7t4 Z o[58l HO|ES 0| dMHE =5t
£l A|2. Direct Connect HO|E||0|& &3H VPCOi| 24Z25t2{™ Direct Connect
HoOolEH 0|7} B EtLICt RtM|IEH HE = Direct Connect HIO|ES|O|E & x5t
AMAI2.

02 B m
Olo me: g FO n
r

AZ40i| A of = A& 0| o=l 1R 8 VLAN(Virtual Local Area Network) Ef1
OILIC} Zt2 1~40940| T Ethernet 802.1Q EES Z23{o}f BLIC}H 0| EA=
Direct Connect 2142 S3tst= EciZof 2R efLich

S AElI 70| = A AWS Direct Connect IHE L{7}0| 2t MZ&L|Ct. 7t
A OIE{m|O|AE MASH 2ol= 0| (S =HE £ U&LICH

b

23


https://docs.aws.amazon.com/vpc/latest/userguide/SetUpVPNConnections.html#vpn-create-vpg
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways.html

AWS Direct Connect

Add a permission2|

Resource

TjofIP F&

]

1
02
HT

714 QIE{H|O|AE IPv4, IPV6 EEE SHLIM(F Y Ao CHsH BGP Liof2 Al
ME X|HE &= U&LICt Amazon £ 9| Elastic IP(EIP) E= I1R] IP 4 7+
R7|(BYOIP)E AtE35t0i HEE! 7t4 QIEH|O|AE MK OHMI2. S Yt
7t4 CIEAH|O| A S IP FAE AL St ME ol CH3H 0421 BGP Al
M2 H8E = iUt BGP I3 MME 7H4 ClE{H|o|A Q| Zt dl=of &
SE P A HULICH.

. IPv4
. (HE2 7H4 QIE[HOIAR ) AL I AR 8 TRO| HES IPv4 X
AE K|EsHor BLICH 2te O B st & ULt
« 1 AR9||Pv4 CIDR

ZE HEZ IPs(T AR == ME AWS)Y £ AUX|BH m[o] IPL}

AWS EtRE IZ|o{ IP ZF0f SYe MEY ntATE AHS35HoF &L

Ch 0 & S0{2 &2 /31 HRIE T 5t 8% 1|0{1P203.0.113

.0 01 203.0.113.0/31 & Ar&3t1 AWS I|01P203.0.113.1 Of
EMEE &Lt E=0t Z2 /24 HRIE EYdlE E< T/of

IP198.51.100.10 01l 198.51.100.0/24 £ A3t AWS 1|0

IP198.51.100.20 HE AEE = U&LICH

« LOA-CFA M8t Eo42} &7 AWS Direct Connect THE L] EEE ISP7} &
o8P B

LIP
HetdAl(@aeln Oi“" ALE A2 O’Z‘;%PEII 2eiF ML)

(® Note
AWSKISE HEZ IPv4 FA0f CHEE ZE S oY =+
Cto 288 = WsLt

o (Z2}O[|H! 7hH4t QIE{m 0| AR 3E) AmazonO| AFS AL CHAl Z2LO|8! IPv4
FTAE HEE = UEaLIcH &Y xIHsteE B2 BHRE QlEHo|A &
AWS Direct Connect QIE{| 0| A0i| CHEHAM Bt Z2}0|E! CIDRs2 X|%5H0F
gLICH o & S04, 24 HEQIAHMCHE IP FAE X|HSHX| DML, T
22| 7ha QIE{H|0|A 9} OFEHIHAIZ T|of P9 AWS EHRE] T|of IP 25
of SUst MEX oA E AFS8HofF BLIC & S0t 22 /30 He

b

J
rio

AT

0%

24


https://aws.amazon.com/support/createCase

AWS Direct Connect

Add a permission2|

Resource

Address
family(F 2 THY
2)

BGP informati
on(BGP HE)

(HEE 7t4 2
E{mH| O| A B 3H
=) Prefixes you

want to advertise
(SEE HFAH

L ye
E adste A2 T|011P192.168.0.1 0 192.168.0.0/30 £ Al
ot AWS I|0{IP192.168.0.2 O|E A& £ Ql&LICH.

+ IPv6: Amazon2 /125 IPv6 CIDRE AtSC = & &LICt AFE X RFA]| 1|0
IPv6 TAE X|HE £ gi&LICH.

BGP I|0{2! MMO| IPv4E S3t=X| EE= IPV6E SSH=X|E EAIELICEH

- AEXt & BGP MlMof CHEt H{EZ] === Z2}0[5! BGP(Border Gateway
Protocol) ASN(AtE A|AE| H5) ZOIASNS AI2 S0|H ASNS AR5t
olo{of &tL|Ct. 2IO|H! ASNE2 AI2StE B2 AF2XF X ASN 22 M-
& 4 A&LICH 16HIE ASNS| B2, %42 64512~65534 #2040k &FLICt

32H|E ASNS| AL Zt2 1~4294967294 &4 2|o{of &LICt HEE! 7t4 2l
HO|AE 28l ZEt0|! ASNE ALEStE B2 AS(AtE AlAH]) M5Fo17t &
S5tX| ef&LICh.

« AWS = 7|2xo 2 MD5E &Ad5t8tL|Ct o] 2
MD5 BGP Q& 7|. AtI&At= KA 2 MSE =%
M MMSIEE 528 £ YUaLIC}.

BGP

SE

m
LU

i R §
o H

sk

HE2| IPv4 B2 EE IPve Z2QILICH BGPE AFR3HE
3

o
Xo{E stL}, Z|CH 1,000707H K| 2 2 8H ok 8FL|Ct

L

(o]l

* IPv4: IPv4 CIDR2 CIS & 5tLEofl SHE 3F= Direct Connect 22 E ALE 51
o & E =l C}E H{E2! IPv4 CIDRTF ZAE 4= & LCt

« CIDRs2 MZ C}E AWS Z|X0|M 7HM JLIcH HEE! HF AL
BGP 7{RLIE| Ef1 & X &35lof &L|Ct.

« HE|E/IHA|E F M0 I{E 2] ASNO| U= B2 AS_PATHE AFSErLICE

AHMIEH LSS 2t BT BGP 7‘|'|T|—|E|E HESHMR.

(>R |
« Direct Connect HEZ! 7} 4
H|o| HMF AL ZOo|E X|HE £ °'§L—|EF.

| = _E_ =
UG LICH x| Aol S HEE IF01| Jbstm Zmstess %7t CIDR

HEAM S52 MSs5HM2.

B
o
J
rio
i
-
0x

25


https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html
https://aws.amazon.com/support/createCase

AWS Direct Connect Add a permission2|

Resource T+ He

(Zzto|e! 2 10| =|CH M& EFR(MTU)RILICH Direct Connect. 7|22t 2 1500Q!LIC}. 7}
(o]

& 7t QlEmo] & QIE{Ho[AS MTUE 9001(HME ZB|)2 d-etH, ME = X[H
2B ME ot 5 UOIOIEEX[X| gf2 B2 7|8 =2 iz °*|3|0|EE T A&LICH
= HEE YO|o|EstH 40 #HHE ZE 7ty QEH 0|A 9| HEL|IZ 21Z0|

Z[cH 30 St SCHELICH ME Zode MutEl 74§O1I':'F M & E LTt Direct
Connect. 7tef Z20[|H! HO|ERO|E 7IE2|7|= 2t E H|O|Eo HA F=
E FJlstH M A2 2 S5 2tEE EBIZI2 1500 MTUE AF235to ®&
ElLict A8 E= 7ty QlEmo|AT ME Z oS X[Hst=X| &elstiH
Direct Connect 2& 0| T Zoi|S MEHSI T 7t&f QIE{mo|A YUt 4
HO|X[HM AHEE = U= ME =2 &L

HE 2| MEAL 2 ASNO| ISP EE HEQIIT ARl S35t Z2, £71 HEE &L 0122
T Al 54 HXIXIE ABSHE 2A7HE 45 T HEYT HTA/ASNS ABRTL ALSE + 288
2oI5te, SIA THQI OB 0l HSE OlHYU0| B 4F aLic

HEE 7ty QEHo|AE MY MolM 2FE AEStT £2lst= O zIch 72A1Z Aws o] A& =+

HI VPC MH|A0| AZE|= 7ty T{EE] QB 0|AE Z=H[X{'dsIEdH

1. https://console.aws.amazon.com/directconnect/v2/home0il A Direct Connect 2&2 LICt.

B M FollM Tty QE{m o] AE MEHEFLICE
7te QE{mH o|A WS MEHEFLICEH

Virtual interface type(7t & QIE{H|O|A R) ot R 5ol CHel HE =

o & w0 b

Public virtual interface settings(TH= 2] 7} & QIE{H| 0|A M) of2ioil M CtE S =g LICt.

L

a. 7t4 CIE{H|O|A O|Foi 7t&f QIE{mo|A Q| O|F 2 = 'rLCY.
b. 220 A O] RQIE{H|O|A0i| AtEE Direct Connect @1Z2E MEHFLICH
c. VLANO{ VLAN(Virtual Local Area Network)2| ID 13 & /=248t L|C}.

d. BGP ASNOi| #HO|E9J0|2| BGP(Border Gateway Protocol) ASN(XIE A|AE| H5)E Q=248
C}.

B
o
J
rio
i
-
0x

26


https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect Add a permission2|

6.

7.

REE U2 1~4294967294 IL|C}. 017|0ll= ASN(1~2147483647) L Long
ASN(1~4294967294) 2 5ol st x| ol ZEELICH ASN & Long ASNO]| CHEH REA[SH LIS
2 ol Z!I ASN X|? Direct ConnectE® HZ5HAA|I2.

=7t Y ot CtEE T LICH
a. IPv4 BGP EE£ IPv6 I|0{E FdstedH CHEE & LICH

[IPv4] IPv4 BGP I|0{& 7 AI5IE4H IPv4E MEHst T OS2 83}
i

« O|{8t IP A E AAMHMo 2 X|H5E{H AL 2HRE Z|0of IPO| AmazonO| EEfEE ME
&lioF 5t= IPv4 CIDR CH& A E U2dFtL|Ct

« Amazon 2t E Z|0{ PO AWSZ EB{EHE ™Es= O AL E IPv4 CIDR F4E UF L
Ct.

[IPv6] IPv6 BGP Z|0{E& T35l IPveS MEHEIL Pv6 4= Amazon2| IPv6 F

o
El
N—?—

: I
2 EOolM Rtz S ELICH AFSXE X IPve A= XEE + Si&LCH

b. =17 BGP 7|2 MZ5t2{H BGP MD5 7|2 /243tLCt,

[El &|7H) Bi2 ol = Bl MHE M=iErL|CH

L

MEYRELICH

7hak QIE{H 0]& Mg M

VPCOl Z2to|8! 7t QIE{H|0|AE Z 2 H|X{'dstE{™

> W Dd

https://console.aws.amazon.com/directconnect/v2/home0{| A Direct Connect 2& 2 JLICt.

=AY 30f 4] 7H4F QIE{H Ol A MEBHLICY

Ay
7hah QIE{mIO|A MAE M=y

o

LICF.

Virtual interface type(7t& QIE{HH|O|& %) oteoll M &0l CHall Z2folSlE MEErLICE.

BTy 27


https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect Add a permission2|

5.

Private virtual interface settings(Z2t0[t! 7t & QIE{H| O|A A7) ool M CtE S =~ ELICt.

a. 7t& QIE{m|O|A O|F ol 7t QIE{m|0|A Q| O|§ 2 =FLCH

b. 24Z0| A O] 2IE{H 0| A0i| AFEE Direct Connect @122 MEHFLICE
c. HI0|ES|o| &0l 7t4 Z20|E! HO|ES 0| EE= Direct Connect HO|EO|E MEAEILICE.
d. 7t4 CIE{HO|A AR KHOIM CHE AWS HEE MEIE CHS AWS HHE 2 U=dgtLct

o
7tg =Zetols! Ho|Efofof of lE{mo]|A0 AHEE THe Z 208! HO|ES0|& MEELICE.
o

S'D

—h

. VLANO{ VLAN(Virtual Local Area Network)2| ID HHZ & /248tL|C}.

g. BGP ASN2| Z< M 74 QlE{m|o|A0f CHEF 2= 8|04 Z|o{ 2R E{Q| Border Gateway
Protocol At A|AE HEE U2IgrL|CY.

QE B 7 1~42049672942LICH. 047]0fl= ASN(1~2147483647) L Long
ASN(1~4294967294) 25 0f CHEH X|240| ZEE/LICH ASN & Long ASNO{l CHEF RFAIEH LIS
2 0of A ZI ASN x| Direct ConnectE EESHAAIL.

F7t dHolM CtES s—ELICH
a. IPv4 BGP == IPv6 I|01E§ FdoteiH ChE S & LICH

[IPv4] IPv4 BGP L|0{& 7 AI5IE4H IPv4E MEist T ChS S 83}
i

« O|HEH IP FTAE AN ZE X|H5HE{H AL Xl 2R E |0
SlloF 3t= IPv4 CIDR CHA FEAE Ql2dgtLCt.

« Amazon 2t E I|0oq IPO| AWS(2)E EBHEE ™&E5t= O AAEE IPv4 CIDR 48 3
gruct.

/A Important
AWS Direct Connect 7t&f QIE{H[0|AE T HE M RFC 19182 A& 3dtod AtA| IP =
E XI'g3st7{L, CHE T4 XY MAE AE5t7L, point-to-point 2122 ?|8ll RFC
39 AWS IPv427 169.254.0.0/16 IPv4 Link-Local 4|0l &= &l IPv4/29 CIDR F
AE MEHE £~ QIALICH O|2f8t ZQIE & ZQIE HAZAR 17 7|0|ES 0| 2t H
9t Direct Connect AIEZQIE 7t eBGP L|0{2I0| 2t AF& 3t OF B LICtH AWS Site-to-
Site Private IP VPN EE = Transit Gateway Connect®t Z2 VPC EEHE £ = E{L3
2 ?lsi= 12 HOo|EQ0| 2t RE{e| F =8 EE= | AN 2IE{H|0|AE point-to-point
AZ A AA E= OHY FAZE AL SHE 20| AWS E&LICH

« RFC 191801 CHSt AEMIEH L2 Z2tolHl QIE{HIo] = A SEHE HZTFAM L.

b

J
[l
I
-
0x
N
(o]


https://datatracker.ietf.org/doc/html/rfc1918

Add a permission2|

AWS Direct Connect
« RFC 392701 CH&t RIMIEH LIE2 IPv4 B213-ZZ FA0| 5™ LS EXSHM L.

[IPv6] IPv6 BGP I|0{& F/33l2{™ IPv6e=2 MEHEILICE I|0] IPv6 4= Amazonl| IPve &

N EOMRASSE S ELICH AFEAE XEH IPve A= XHE = el&LICh

b. MTU(ZICH ®& EHNE 1500(7 =20l A 9001(HE Z#|Q)2 #7352 Jumbo MTU (MTU

size 9001)(&E MTU(MTU 37| 9001))= MestL|c}.

c. (ME4 ALE) SiteLink & &30l M & M3SHE ME4S10{ Direct Connect <& K| Zto| &1 44
2 g3t
d. (M=) Ef3E FII6HHLE M7HE = U&LIct
[Ei2 =71 B2 F7H(Add tag) & MEHSI T CtE2 & ELICH
« 7|(Key)ol 7| O|§2 = eLCt
o Ztodl 7| gk =ELCt
[Ef M7H] Eil ol = Bl M7HE MEHFLICH

7. 7H4& QlE{HO|A MAE MEIEHLICE

ACHA: 714 QlE{H[O|A S 3= 1o = ¢l

AWS Z 2} E == Amazon VPCO{| CH8t E MHYEH & 7+4 ClE{mHo|A EHol =X| |

AEE £&510d 70| S 7 M2 SFSH=X| =g XHAIEE LH& 2 the section called

“Direct Connect 20l Zx| HIAE” BHHE R ZFHAAIL.

o7 =fol
MME & ChE HXHE AP 35104 AWS

= O L=

S5EtA|: 7t CIEH|O|A
mazon VPCO| CHEH 7H4 CIE{H|O|AE

AWS ECIRE EE A
Direct Connect @14 & & 2lg &= U&LICH.

g Eolste{H

EolshL|Ct

AWS Z2H2=oll T 7h4 QIEfm 0|4
SSITEEE

gitraceroutedt Direct Connect 28X} 7 HIERI A

Al

. E
= =
.|

_,_
T

d
- O H

Amazon VPCO{| CHEF 7t &k CIE{H|0|A @32 E & 2l5t
g = Us AMIE AFE5104 714 Z2tol8! A o|ERolof A=
| QIAEIA AIZf OFHALIE AFESHHE HHE

2 T AN
2 Mo

1. Amazon Linux AMI Z 0| ping
VPCZ EC2 QIAEAE A|ZFEILICH. Amazon EC2 2£ 9
& F A&t XMFH LI 2 Amazon EC2 AHE

AlZF EHOJl A Amazon Linux AMIZ At

Jul
o
J

[l
J


https://datatracker.ietf.org/doc/html/rfc3927

AWS Direct Connect Add a permission2|

=2
S

9| QIAEIA A[ZtE FHZESIML. QIAEIALL HAAL|= Hot IF0| QIH2E ICMP EEHEE 5
ot HRIS ZESHoF FLCHE ™2 <lsh)

2. CQIAEATZL AMSE|D LM Z 20l IPv4 FA(04: 10.0.0.4)E €A EILICH Amazon EC2 240
T QUAHA MR HEO| AR ZE FAIFLICH

3. ZZlo|H!IPv4 =AE pingst SEE gr&LC.

AWS Direct Connect Resiliency ToolkitS AF235l0{ =2 S =S 2|5l
Direct Connect 7+ %3

1EHA:0f 7} AWS
E ME35tedH A Xo| ot E gle B AWS HZ 0| Direct ConnectZ! 2 &L C}.
of 7te AWS A

E AlZH5te{mHo| AWSEELICH AWS HE. 4ol cist REAIEE AWS HEHL &2 AWS Account
Management & & QLA Q| A|ZI5H7[ AWS HHE B ESHMIR.

2B S 2 7Y

2 294 DUS A5

-_—

https://console.aws.amazon.com/directconnect/v2/home0{| A Direct Connect 2& 2 3LICt.

2. B Fo|M oiZds MElE CS 4 dMd s MEfELCt
3. A8 &M oM Connection WizardE& MEfSHL|C}
4. SHLE FFHM =2 SHES MEE & OS2 MEELUCH

30


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance_linux.html
https://docs.aws.amazon.com/accounts/latest/reference/getting-started.html
https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect

Add a permission2|

5 oA

o
b. X ¢l x| MH|A SZ Aol 2428t Direct Connect {X[& MBS

I~

|CF.

P

£ 9] 0424 50 MMR(meet-me room)2 1 Q&=
|o| O|§0oll= A85tE THEL
MEdBtL|Ct

AHEE AASK| HERT SZAQ 7HE 7tk 2
£ 9| 0i2{ 50| MMR(meet-me room)2 Z1 U=

c. HEEl= A2, 5 M 5t 2| RAXIHM ASX EE= ALEALS| HESRIT SSAte 7HE 7Ht2
52 MEELICH ol SME Y X7t A
A0i0t AHSE = U&LICH

d. X 2[x| MHIA M3YANZ 7|EHE MEASH B2, CHE N3 YA
o| o|g= Y=FLICt.

e. T HmY Qx| MH|A 22 Ktol M =448t Direct Connect 9| xS

f. HFEl= 3, F HW 5t /x[oIM AHS
52 MEELICH ol SME sliiY X7t T
A0i0t AHSE = U&LICH

g. & Hml /X MHIA MSUXME 7|EHE MEHEE B2, CHE M3 2
{9 o|§ 2 YU=FLIct

h. (M=) E{2 & FI7+5HHL MHE = U&LICH

[El X|7H) Bi2 ol = B MHE M=iErL|Ch

MEdEFLICEH

Mo
HU
N
M
x
il
iul
i)
o
B
mo
Mmju
Ju
o
r
[l

LOA7} ZH|Z[™ LOA Ct

oM 2Fg HEsD dZEE ¢
LICE. Of Alzh Sk AL Abad| &£
&LICH O|HIYE 7+ Al ALEE
x| pfem AZ0| AKX ELICH

Y A2 MSELICHAWS.

= 2 H|X<! AWS st= O %|Ci 72A]2H0] 7! £ Q)
=]

EE

—=
XIHE Il CHE £71 HEE &t olHYg we 4
olo

0 lII>

|
A

>

7 o|Liol| SEratioF st

H

[y
rlo
J
[l

I
-
0x

31



AWS Direct Connect Add a permission2|

3EHA: 7t QIE{m|o]A 4

7t =Zetols! QlEH 0| A E Wdstod VPCOH| A8 = Q&LICH = HEE| 7Hy QIE{H0[AE M
M5tod VPCOl| 9= HEE! AWS AH|A0]| HAZE £ U&LICt VPC01| CHEF Z2tol&! 7He QIE{m| o]
AE U= 49, ¥4Y vPCotct otLto| Z2to|8! 7he QIEm|o|ATF R BFLICH o & 013712

VPCOf 9j7E='oFE4'.:'_=| Zztol8! 7h4 QIEm|olA L 3717t He L.

A\t Toll Chg HETH QR Helst AL,

Resource o= M

Connection 7+4 QIE{H|O|A S MAEIE{E Direct Connect 12 EE= 213 EA 2 E(LAG)
L|Ct.

Virtual interface 7t4 ClE{H| o|A 9| O|& lLICt.

name(74& 2IE
| O|A O|F)

Virtual interface  CHE 7|%of| CHEF 7t&f QIE{H|O|AE Md5te B2 CHE AWS A AE ID
owner(7t&f @1F 7t HgfLch
Ho|A ARXKH

(ZZhol=! 7t St AWS 2|™ 9| VPCof 047%}&4“4 VPC2| 74 Z2tol8! Ho|EL{ 0|7t

OIE{Tfo|ABt &  Z#tL|C BGP Al412| Amazon & ASN 7HAF Za}0 | HO|E S 0|0 A AF

=) Connectio &= |c} 7HAF ZElolEl Ho|ESo|E2 AAIst i 18t ol ASNS K|

(&) Mg 2+ lauch 2% K| oo™ AmazonO| 7|&E ASNE x1|+o+|,|:+ XA 5t
LHE 2 Amazon VPC A& B M| 7t4 Z 208! HO|ER 0| S & =36t
AlA|Q. Direct Connect HI0|E¥|0|E £ 35 VPCOH| 9122524 ™ Direct Connect
HolEQ 0|7} B ErLICH AHMIEH HE & Direct Connect HIO|EQ|0|E & x5t
AAI2.

VLAN 1Z20{| M o} & At S0] ofid TR FH VLAN(Virtual Local Area Network) E{f 1

QlL|ct. Zf2 1~40940|1 Ethernet 802.1Q E&E & &dllof &LICt. Ol EjlaE
Direct Connect 914€ S1t5t= ECi=lof 2Lt

S AElI 40| Rl= 3 AWS Direct Connect THE L{7}0| g2t MZE8rL|Ct. 7t
A OIE{I|O|AE MM 2ol= 0| (2 =HE £ U&LICH

o =Eelad 1M 32

T


https://docs.aws.amazon.com/vpc/latest/userguide/SetUpVPNConnections.html#vpn-create-vpg
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways.html

AWS Direct Connect

Add a permission2|

Resource

TjofIP F&

]

1
02
HT

714 QIE{H|O|AE IPv4, IPV6 EEE SHLIM(F Y Ao CHsH BGP Liof2 Al
ME X|HE &= U&LICt Amazon £ 9| Elastic IP(EIP) E= I1R] IP 4 7+
R7|(BYOIP)E AtE35t0i HEE! 7t4 QIEH|O|AE MK OHMI2. S Yt
7t4 CIEAH|O| A S IP FAE AL St ME ol CH3H 0421 BGP Al
M2 H8E = iUt BGP I3 MME 7H4 ClE{H|o|A Q| Zt dl=of &
SE P A HULICH.

. IPv4
. (HE2 7H4 QIE[HOIAR ) AL I AR 8 TRO| HES IPv4 X
AE K|EsHor BLICH 2te O B st & ULt
« 1 AR9||Pv4 CIDR

ZE HEZ IPs(T AR == ME AWS)Y £ AUX|BH m[o] IPL}

AWS EtRE IZ|o{ IP ZF0f SYe MEY ntATE AHS35HoF &L

Ch 0 & S0{2 &2 /31 HRIE T 5t 8% 1|0{1P203.0.113

.0 01 203.0.113.0/31 & Ar&3t1 AWS I|01P203.0.113.1 Of
EMEE &Lt E=0t Z2 /24 HRIE EYdlE E< T/of

IP198.51.100.10 01l 198.51.100.0/24 £ A3t AWS 1|0

IP198.51.100.20 HE AEE = U&LICH

« LOA-CFA M8t Eo42} &7 AWS Direct Connect THE L] EEE ISP7} &
o8P B

LIP
HetdAl(@aeln Oi“" ALE A2 O’Z‘;%PEII 2eiF ML)

(® Note
AWSKISE HEZ IPv4 FA0f CHEE ZE S oY =+
Cto 288 = WsLt

o (Z2}O[|H! 7hH4t QIE{m 0| AR 3E) AmazonO| AFS AL CHAl Z2LO|8! IPv4
FTAE HEE = UEaLIcH &Y xIHsteE B2 BHRE QlEHo|A &
AWS Direct Connect QIE{| 0| A0i| CHEHAM Bt Z2}0|E! CIDRs2 X|%5H0F
gLICH o & S04, 24 HEQIAHMCHE IP FAE X|HSHX| DML, T
22| 7ha QIE{H|0|A 9} OFEHIHAIZ T|of P9 AWS EHRE] T|of IP 25
of SUst MEX oA E AFS8HofF BLIC & S0t 22 /30 He

[y
rlo
J

rio

AT

0%

33


https://aws.amazon.com/support/createCase

AWS Direct Connect

Add a permission2|

Resource

Address
family(F 2 THY
2)

BGP informati
on(BGP HE)

(HEE 7t4 2
E{mH| O| A B 3H
=) Prefixes you

want to advertise
(SEE HFAH

L ye
E adste A2 T|011P192.168.0.1 0 192.168.0.0/30 £ Al
ot AWS I|0{IP192.168.0.2 O|E A& £ Ql&LICH.

+ IPv6: Amazon2 /125 IPv6 CIDRE AtSC = & &LICt AFE X RFA]| 1|0
IPv6 TAE X|HE £ gi&LICH.

BGP I|0{2! MMO| IPv4E S3t=X| EE= IPV6E SSH=X|E EAIELICEH

- AEXt & BGP MlMof CHEt H{EZ] === Z2}0[5! BGP(Border Gateway
Protocol) ASN(AtE AlAH #HE) S22 ASNS AL& S0|M ASNE 4R35t
AoqoF BfL|Ct Z 205! ASNZ A8 3t= ¢ AFEAL X[ ASN gf2 M7
& = U&LICt 16HIE ASNS| B2, 212 64512~65534 % 2{040F & L|C.

32H|E ASNQ| AL 2t2 1~4294967294 He{00F B LICt HE2! 72k QIE
Ho|AE 2o ZEt0|8! ASNE ALE5te B AS(KHE AlAH]) M5 047} &
SotX| et&LICt

« AWS E 7|EXoZ MD5E &435tgtLict ol S

MD5 BGP @l& 7|. AXt= AAME MSE ==

A YIS S8 =L U&LICH

sk

BGP

SE

m
LU

i R §
o H

HE2| IPv4 B2 EE IPve Z2QILICH BGPE AFR3HE
3

o
Xo{E stL}, Z|CH 1,000707H K| 2 2 8H ok 8FL|Ct

(o]l

L

« IPv4: IPv4 CIDR2 C}& & stLtoll 5iE 5t Direct Connect Z2E AL 35}
o:l I:II-.u.EI |___|-E _LL-| E IPv4 ClDRJ_'—I' E’g ‘JI\‘ AAI:!L—IL_-I'
* CIDRs2 MZ CHE AWS 2|THof £&Lch HES HFAtol BGP 7R L
E| E{2E X8l of &L|Ct.

« HE|E/IHA|E F M0 I{E 2] ASNO| U= B2 AS_PATHE AFSErLICE

AHMIEH LSS 2t BT BGP 7‘|'|T|—|E|E HESHMR.

(>R |
« Direct Connect HEZ! 7} 4
H|o| HMF AL ZOo|E X|HE £ °'§L—|EF.

| = _E_ =
UG LICH x| Aol S HEE IF01| Jbstm Zmstess %7t CIDR

HEAM S52 MSs5HM2.

Hir
ro
J
rio

o
-
0x

34


https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html
https://aws.amazon.com/support/createCase

AWS Direct Connect Add a permission2|

Resource T+ He

(Zzto|e! 2 10| =|CH M& EFR(MTU)RILICH Direct Connect. 7|22t 2 1500Q!LIC}. 7}
S 74 QIEH O F OIE{H|O|A S| MTUZE 9001(ME Z )2 MYeH HE Zfde x|
A0EHE) ME =S HOo|EEX| 2 F< 7|8 22 dE= O"IZ-IIOIEE T A& LC.
e 142 Yd|o|E3tH A& nt J".:E._E._ S E 7t4 QlEH0|A S| HERZ 4ZE0]

Z[cH 30 St SCHELICH ME Zode MutEl 7420“”* M ELICH Direct

Connect. 7t& Z2}0[8! HO|EHO|E 7t2|7|= 2t E Ho|E0 X F=2
E FtotH ¥ 22 E Sl et*EE ESZE2 1500 MTUE AtE35t0 TS
ELICH o4 E= 7t QIEHo|A T HE Z 2|2 X|Hst=X| & elsiei™
Direct Connect Z& 0| A ST Z oS MEdSt T J7t4f QIEmo|A UE T4
HO|X|o M HE =Zajd2 3t&Lct

HE2 HF A EE= ASNs ISP EE= UEQ|T MYXt| &t B AFEXtolA 71 HEE AWS
QHEELICH o|R2 34 2|A HXIXIE M8ste EA7I E =& U HERHI HFAH/ASNE ALEX
It MEE =+ USE FHste, 2lA THIQI O|F oA T&E olHYo| E = U&LICH

HEE 7ty QEEO|AE YEE Mo 2EE AESt T &2lst= O Z[C 72A[ZF AWS O] ZE =
A&LICH.

Hl VPC MH[A0| AZBE|E 7He H{EE] QIE{H 0| AE Z 2 H|X{'ds5tE{™

1. https://console.aws.amazon.com/directconnect/v2/home0il A Direct Connect 2&2 LICt.

2. B FoM 7t QIE{Ho|AE MEHFHLICY.

3. 7td QIEmolA MEE MEiFLICEH

4. Virtual interface type(7t4 QIE{H 0|A F&) of2{oll M R0 CHsH = 2]
5

Public virtual interface settings(TH= 2] 7} & QIE{H| 0|A M) of2ioil M CtE S =g LICt.

L

a. 7t4 CIE{H|O|A O|Foi 7t&f QIE{mo|A Q| O|F 2 = 'rLCY.
b. 220 A O] RQIE{H|O|A0i| AtEE Direct Connect @1Z2E MEHFLICH
c. VLANO{ VLAN(Virtual Local Area Network)2| ID 13 & /=248t L|C}.

d. BGP ASNOi| #HO|E9J0|2| BGP(Border Gateway Protocol) ASN(XIE A|AE| H5)E Q=248
C}.

=o =elzd 1A 35

T


https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect Add a permission2|

REE U2 1~4294967294 IL|C}. 017|0ll= ASN(1~2147483647) L Long
ASN(1~4294967294) 2 5ol st x| ol ZEELICH ASN & Long ASNO]| CHEH REA[SH LIS
2 ol Z!I ASN X|? Direct ConnectE® HZ5HAA|I2.

6. F7t 4 ofeio M ChE & s gfLict
a. IPv4 BGP EE£ IPv6 I|0{E FdstedH CHEE & LICH

[IPv4] IPv4 BGP I|0{& 7 AI5IE4H IPv4E MEHst T OS2 83}
i

« O|{8t IP A E AAMHMo 2 X|H5E{H AL 2HRE Z|0of IPO| AmazonO| EEfEE ME
&lioF 5t= IPv4 CIDR CH& A E U2dFtL|Ct

« Amazon 2t E Z|0{ PO AWSZ EB{EHE ™Es= O AL E IPv4 CIDR F4E UF L
Ct.

[IPv6] IPv6 BGP Z|0{E& T35l IPveS MEHEIL Pv6 4= Amazon2| IPv6 F

o
El
N—?—

: I
2 EOolM Rtz S ELICH AFSXE X IPve A= XEE + Si&LCH

b. =17 BGP 7|2 MZ5t2{H BGP MD5 7|2 /243tLCt,

[El &|7H) Bi2 ol = Bl MHE M=iErL|CH

L

7. 7t QHEmo|a dds MEEL|CH

VPCOl Z2to|8! 7t QIE{H|0|AE Z 2 H|X{'dstE{™

1. https://console.aws.amazon.com/directconnect/v2/home0{| A Direct Connect 2& 2 JL|C}.

=AY 30f 4] 7H4F QIE{H Ol A MEBHLICY

Ay
7hah QIE{mIO|A MAE M=y

o

LICF.

> W Dd

Virtual interface type(7t& QIE{HH|O|& %) oteoll M &0l CHall Z2folSlE MEErLICE.

2 592 74 36



https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect Add a permission2|

5.

Private virtual interface settings(Z2t0[t! 7t & QIE{H| O|A A7) ool M CtE S =~ ELICt.

a. 7t& QIE{m|O|A O|F ol 7t QIE{m|0|A Q| O|§ 2 =FLCH

b. 24Z0| A O] 2IE{H 0| A0i| AFEE Direct Connect @122 MEHFLICE
c. HI0|ES|o| &0l 7t4 Z20|E! HO|ES 0| EE= Direct Connect HO|EO|E MEAEILICE.
d. 7t4 CIE{HO|A AR KHOIM CHE AWS HEE MEIE CHS AWS HHE 2 U=dgtLct

o
7tg =Zetols! Ho|Efofof of lE{mo]|A0 AHEE THe Z 208! HO|ES0|& MEELICE.
o

S'D

—h

. VLANO{ VLAN(Virtual Local Area Network)2| ID HHZ & /248tL|C}.

g. BGP ASN2| Z< M 74 QlE{m|o|A0f CHEF 2= 8|04 Z|o{ 2R E{Q| Border Gateway
Protocol At A|AE HEE U2IgrL|CY.

QE B 7 1~42049672942LICH. 047]0fl= ASN(1~2147483647) L Long
ASN(1~4294967294) 25 0f CHEH X|240| ZEE/LICH ASN & Long ASNO{l CHEF RFAIEH LIS
2 0of A ZI ASN x| Direct ConnectE EESHAAIL.

F7t dHolM CtES s—ELICH
a. IPv4 BGP == IPv6 I|01E§ FdoteiH ChE S & LICH

[IPv4] IPv4 BGP L|0{& 7 AI5IE4H IPv4E MEist T ChS S 83}
i

« O|HEH IP FTAE AN ZE X|H5HE{H AL Xl 2R E |0
SlloF 3t= IPv4 CIDR CHA FEAE Ql2dgtLCt.

« Amazon 2t E I|0oq IPO| AWS(2)E EBHEE ™&E5t= O AAEE IPv4 CIDR 48 3
gruct.

/A Important
AWS Direct Connect 7t&f QIE{H[0|AE T HE M RFC 19182 A& 3dtod AtA| IP =
E XI'g3st7{L, CHE T4 XY MAE AE5t7L, point-to-point 2122 ?|8ll RFC
39 AWS IPv427 169.254.0.0/16 IPv4 Link-Local 4|0l &= &l IPv4/29 CIDR F
AE MEHE £~ QIALICH O|2f8t ZQIE & ZQIE HAZAR 17 7|0|ES 0| 2t H
9t Direct Connect AIEZQIE 7t eBGP L|0{2I0| 2t AF& 3t OF B LICtH AWS Site-to-
Site Private IP VPN EE = Transit Gateway Connect®t Z2 VPC EEHE £ = E{L3
2 ?lsi= 12 HOo|EQ0| 2t RE{e| F =8 EE= | AN 2IE{H|0|AE point-to-point
AZ A AA E= OHY FAZE AL SHE 20| AWS E&LICH

« RFC 191801 CHSt AEMIEH L2 Z2tolHl QIE{HIo] = A SEHE HZTFAM L.

Hir
rlo

J
[l
I
-
0x
w
~


https://datatracker.ietf.org/doc/html/rfc1918

Add a permission2|

AWS Direct Connect
« RFC 392701 CH&t RIMIEH LIE2 IPv4 B213-ZZ FA0| 5™ LS EXSHM L.

[IPv6] IPv6 BGP I|0{& F/33l2{™ IPv6e=2 MEHEILICE I|0] IPv6 4= Amazonl| IPve &

N EOMRASSE S ELICH AFEAE XEH IPve A= XHE = el&LICh

b. MTU(ZICH ®& EHNE 1500(7 =20l A 9001(HE Z#|Q)2 #7352 Jumbo MTU (MTU

size 9001)(&E MTU(MTU 37| 9001))= MestL|c}.

c. (ME4 ALE) SiteLink & &30l M & M3SHE ME4S10{ Direct Connect <& K| Zto| &1 44
2 g3t
d. (M=) Ef3E FII6HHLE M7HE = U&LIct
[Ei2 =71 B2 F7H(Add tag) & MEHSI T CtE2 & ELICH
« 7|(Key)ol 7| O|§2 = eLCt
o Ztodl 7| gk =ELCt
[Ef M7H] Eil ol = Bl M7HE MEHFLICH

7. 7H4& QlE{HO|A MAE MEIEHLICE

ACHA: 714 QlE{H[O|A S 3= 1o = ¢l

AWS Z 2} E == Amazon VPCO{| CH8t E MHYEH & 7+4 ClE{mHo|A EHol =X| |

AEE £&510d 70| S 7 M2 SFSH=X| =g XHAIEE LH& 2 the section called

“Direct Connect 20l Zx| HIAE” BHHE R ZFHAAIL.

o7 =fol
MME & ChE HXHE AP 35104 AWS

= O L=

S5EtA|: 7t CIEH|O|A
mazon VPCO| CHEH 7H4 CIE{H|O|AE

AWS ECIRE EE A
Direct Connect @14 & & 2lg &= U&LICH.

g Eolste{H

EolshL|Ct

AWS Z2H2=oll T 7h4 QIEfm 0|4
SSITEEE

gitraceroutedt Direct Connect 28X} 7 HIERI A

Al

. E
= =
.|

_,_
T

d
- O H

Amazon VPCO{| CHEF 7t &k CIE{H|0|A @32 E & 2l5t
g = Us AMIE AFE5104 714 Z2tol8! A o|ERolof A=
| QIAEIA AIZf OFHALIE AFESHHE HHE

2 T AN
2 Mo

1. Amazon Linux AMI Z 0| ping
VPCZ EC2 QIAEAE A|ZFEILICH. Amazon EC2 2£ 9
& F A&t XMFH LI 2 Amazon EC2 AHE

AlZF EHOJl A Amazon Linux AMIZ At

PR

T =


https://datatracker.ietf.org/doc/html/rfc3927

AWS Direct Connect Add a permission2|

O| QIAEIA AlZtE FHZESIMER. QAT AL HAL|= ot 0| QIHIRE ICMP EBHEE &8
St= Al ZESHor ELICHE S <)

2. QIAEATZL AMME|T LIH Z 2ol IPv4 FA(04: 10.0.0.4)E A A EILICH Amazon EC2 240
Tt QIAEA ME HEO| AR E F AIELICH

3. Z2tol8!IPv4 FAE pingst SEHS B&LICH

AWS Direct Connect Resiliency Toolkit& AF235t04 7Hel L EHIAE S¢2ig
AWS Direct Connect /8t 7+

0| of|M|0f M= Direct Connect Resiliency Toolkite AFE35+04 7He L EHAE S22 REHS FHE L
Ct.
XFoA
=
« 1EHA|:of 7k AWS
2CHAH: 29l el 1A
3CHA: 7HAF QIE{H| O] A A Ad
ACHA|: 7}AF CIE{T|O|A 234 1A &9

5EtA|: 714l QIE{m| 0|4 = 9l

1CHA-0f 7+ AWS
E ME524H H T 0| o} & Qe A AWS H|Z0| Direct ConnectZ 2 & L|C}.
o 7t AWS HH

AlZtstediol AWSE BHLICE AWS HH. M4of cit REMIEH AWS HEHLIE 2 AWS Account
Management & & QLA Q| A|Z15H7] AWS HHE B ESHMIR.

2EA: S 2 7Y
=ol pe A5 M

https://console.aws.amazon.com/directconnect/v2/home| A Direct Connect 2& 2 JLILC}.

EFAH ZH0j| A Q142 MENSH O} 04Zd AIAIS MENSH O}

=FAY A =H 5
14 =M 80| M Connection WizardE MEHEFL|CE.

Sl £F0lM Y L EHAEE ME & Chg 2 MetgLIC

A

L AEAE Seis 74 39


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance_linux.html
https://docs.aws.amazon.com/accounts/latest/reference/getting-started.html
https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect Add a permission2|

5. o474

o
b. X ¢l x| MH|A SZ Aol 2428t Direct Connect {X[& MBS

I~

|CF.

c. Y EIE B, X Huf 519 YIRI0IM A EE AR LIEST S2 RIS} 7HE 7HH2
&g MEighLICH o] M2 s QxI7H HE 2| 048] B0 MMR(meet-me room)S Z 1 Qe
Zolgt A8 E 4 st

d. &% x| MH|IA MBYAMZ 7|EHE MEiE B2, CHE MB Y& 2l ol§olE AH85He THEL
o| 0|82 YUELIc

e. (ME) Bj2E F7tst7HL MHE £ AaLch

[BiZ =71 B3 F7H(Add tag) & MEHSI T CHE 2 A ELICH
- 7l(Key)oll 7| O|§ S =dgrLCt.
2 +

« Ztol 7| 2k =ELICH

HESH O S 7& S MEELICH

LOA7t #H|Z|H LOACH2ZEE MBS ChE Hl&S S=IgLICH

|>

oM e HESIT 422 &

3 ZEE Z2uIKd AWS e O Zi0H 72A1Z0] 22 £ B
LiCk O] AlZt S0 A Atell = XIHE 9IRI0f CHEH £7H HEE SA5HE 0HYS w4 9
SLICH OlHIYR 7H Al AHS 3t Ol FAZ HATLICHAWS. 72 O|LHof SEF 5ok 30, 1

x| o -] AFX|ELICH

BEFA|: ket QIEm o|A 4

Direct Connect 212 At&E Al%fstE{™ 714k QIE{H 0|AE H-dstok & LICH 7tef Z2tolE! QIE{m o]

AE 4Est0 VPCO| AZE & U&LICH EE HEE 7HY QBT 0|AE Ydstod VPCH| 8is THE

2| AWS AH|A0| AZEE £ &LICH VPCO CHEF ZE0[S! 7Hy QIEH0|AE RIEE B2, HEE

VPCOLCH &tLte| Z2to[S! 7t QlE{m|o|ATF He LIt o & §013712] vPCol 4Z45te{T ZE0|
P

S 714 QIE{HO|A T 3747t HEfLICt
AZEISEII Mol Cl2 2T Ol=X| SFOIFEAIA|O
R ER R Ty e e s S, 0



AWS Direct Connect

Add a permission2]

o|

Resource

Connection

Virtual interface
name(7+& 21
Ho|A O|)

Virtual interface
owner(7+& @IE
Ho|A ARXKE

(Z2tols! 7t
QlE{m| 0| A TF S
=) Connectio
n(4)

VLAN

IjofIP T4

]

A
+3E

7t4 CIE{H|O|A & M 4d3t2{= Direct Connect 12 E£= 313 &A I &(LAG)
L|ct.

7te QIE{m o|Aof O & &LIC.

rr

E Adol o 714 e o[A & ddst= 32 CHE AWS AIEe| AE ID

FAWS 2| 9| VPCH| 24725124 vPC el 7H4 Z2to|8! Ho|E| 0|7t
Ct. BGP M2 Amazon & ASN2 7t&f Z2t0[|H! HO|EH|0l0d| A &
.7t Z2tO|8! HO|ES|0|E e M 1Rk Z2H0[! ASNE X|
& LICH 22 K| ofem™ AmazonO| 7|2 ASN2 MZ&tL|ct RHAMIEt
mazon VPC Al AE o] 714 Z2to|E! Ho|EQ|0| MAE2 & x5
AIO Direct Connect HIO|E{0|E Sl VPCOil 21Z25+24™ Direct Connect
Ho|ES 0|7} LI} XIAM|et 2 & Direct Connect HIO|E{0|E &t =35t
A2,

o
rol

|.

ok

o

>

=02 1 nE o
0
o4 L

(o]

Ol me: g FO

A

401 M ot & At F0| otil TR B VLAN(VirtuaI Local Area Network) E{f 1
LICt Zt2 1~40940| 11 Ethernet 802.1Q EZE & &56of g LICH ol EjaE=

Direct Connect 21242 S1tst= Eci&oi| 2 grLiCt

N
AL

S AWS Direct Connect ItEL47}0| /2 MSELICH 7t
o= O] gt £™-He + isLch

=

0= rir
0>
I'

> 2
0

o |»
m
5%
\l
1L

_|

mo
=)

o

mu »o
oh

-IOI'

0z fol
-

=

r

= IPv4, IPv6 EE= SHLEM(F AEHof CHE BGP Z|0o{2! Al
M.=.LII:+ Amazon £ 2| Elastic IP(EIP) EEE 1] IP T4 7K
(BYOIP)E A235t0{ H{E 2! 714 QIE{H|0|AS MASHX| DHMIR. S8t
IE{m|O| A0 ST IP FAE A85HE ME 20 CH3H 0421 BGP Al
AAISE &~ odA | |CH BGP I|0{2! MM 7HAF CIE{T|o|A Q] 2t QE=of &

e B
2

e m
-|>

2al

o Yo ¥
momo oz N mo o
['O

T O
4% 0
b
g
—|_on:
I° I
r
D_

%
<
s

41


https://docs.aws.amazon.com/vpc/latest/userguide/SetUpVPNConnections.html#vpn-create-vpg
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways.html

AWS Direct Connect Add a permission2|

Resource T+ He

+ (T2 7HY QIE{HO| AT ST AHBRITL AR S RO HEE P4 X
ssHoF BLIC}. 32 CHE 5 3Lt 4 ALICH

£ X8
- 172 AR9[IPv4 CIDR

HE2! IPs(ZH A% £= M3 AWS)Y = UX|Bt Z[o] IPL}
AWS 2tRE Z[o] IP 250 S MEY OtAIE ALE3HofF &L
Ch 0 & S0{2 &2 /31 HRIE T 5t 8% 1|0{1P203.0.113
@ 0l 203.0.113.0/31 & ArE35t1 AWS I|0{1P203.0.113.1 Of
ANS8E &= Q&ELICH L=} 22 /24 HRE Y dts B mlo]
IP198.51.100.10 0 198.51.100.0/24 £ A&3t11 AWS I|0q
IP198.51.100.20 HE AtEE = U&LICH
. LOA CFA T8t 2042} & 74 AWS Direct Connect IHE L] EE & ISP7F &
SehP HeY

« AWSK|E /31 CIDR. AWS Supportol £2|5t0{ I{E€ 2! IPv4 CIDRE 2
HAAIAEIT offH AFE A2 QMG EX| LBAFMR)

AWSH|ISE HEE! IPv4 FA0| CHEt 2E 2382 ofdE = U
L—
-

&Lt

« (ZZho|8! 744 CIE{m| O] A B 3E) AmazonO| AHE A} CHAI Z2H0[Y! IPv4
TAE HEE = UEaLIcH &Y xIHsteE B2 BHRE QlEHo|A &
AWS Direct Connect 2IE{H| 0| A0 CHGHAMBF Z2}0[E! CIDRs2 X|ZaHoF
gLLCH & S04, EZ UEX WM CIE IP FAE XI'H5HX| OHM 2. T
22| 714 QlE{H 0| AQ} OFEHIFR|2 Z|0o] IPQF AWS BFHRE] T|o] IP E-'|:-
of St MEY ntAT E AFE38HoF & LICE o & E0{2 22 /30 HY

=H5lE 49 1|011P192.168.0.1 01192.168.0.0/30 & AIS

il WS I|041P192.168.0.2 OE AISE £ A&LICH

« IPv6: Amazon2 /125 IPv6 CIDRE RIS o 2 &ttt AF2 Rt XA Z|od

IPv6 =4 XIHE &= gL .

ol i
mol'

Y WEHAE 22423 14 42


https://aws.amazon.com/support/createCase

AWS Direct Connect Add a permission2|

Resource e g

Address BGP I|0{& M|MO| IPv4E S3t=X| L= IPv6E Sot=XIE EAIRLICH
family(F4 T &

2l)

BGP informati - ArEXt & BGP M[Mof Ciet I{= 2] == Z2t0|8! BGP(Border Gateway
on(BGP HE& Protocol) ASN(AFZ2 AlAE] HHE) S QI ASNE AFE S0|H ASNE 2 /5t1

Qlo40F ErLICH Z2t0o|H! ASNS AFR5tE ZE AF2XF X[ ASN 22 AH™
& £~ Ql&LICH 16H|E ASNL| B2, ZL2 64512~65534 #2040 & L|CT.
32H|E ASNSO| AR %2 1~4294967294 B42|040F & LICt. T{E 2! 7} 4 QIE]
HO|AE 25H ZEI0|8! ASNE A8 3tE B2 AS(AHE AlAH]) MSF04{7| &
S5tX| et&L|Ct.
« AWS = 7|2xo 2 MD5E &A3}8fLICt o] 2 =& = gi&gLict.
MD5 BGP QIZ 7|. AF2Kt= RHA 2 MZ2E £ /T AmazonO| AF2 X} CH
M MHESITEE S = USLICH

M

ro

(HEE 7t4 ¢l BGPE E&ll =28 HE2Z! IPv4 B2 T £ IPv6 Z2LICH. BGPE A5t
E{m| O A Bt i MFAE oz stLt, ZICH 1,0007H77 X £ 28l ofF & LCt.

=) Prefixes you e ) om o
want to advertise e |IPv4: IPv4 CIDR& E-I' OI'L.I'O‘" oH oI- Direct Connect A& AI'O oI_

(T2 A of Y EE CHE HEZ IPv4 CIDRI FE £ UELICH
+ CIDRs2 MZ CHE AWS 2|0 A 7HRX2 JULICH HEE] HFALof
BGP 77 LIE| E{21 & X &3sfjoF &LICt

- HE[E/IHAIE FHoi| I{= 2| ASNO| U= B AS_PATHE ALSEfLICH

KiMEr LHE 2 Bt T EA0 BGP HRFLIEIE M ESHA 2.

SES i ]
+ Direct Connect IHE 2| 7} & CIE{H|0|A 0| M= IPv4E= /1~/32, IPVv6= /1~/64
ol

Helo| HF A ZO|E XIEE = U&LICH

|E HE2! VIFol HFAHE 7+t 1 AWS X|2El0] 2!
A&LICH x| Azl A< HE2! VIFo| £7tstn H1sted= F7t CIDR
V%!

2
=
MTFA S5E2 M3 stML

Y WEHAE 22423 14 43


https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html
https://aws.amazon.com/support/createCase

AWS Direct Connect Add a permission2|

Resource T+ He

(Zzto|e! 2 10| =|CH M& EFR(MTU)RILICH Direct Connect. 7|22t 2 1500Q!LIC}. 7}
(o]

& 7t QlEmo] & QIE{Ho[AS MTUE 9001(HME ZB|)2 d-etH, ME = X[H
2B ME ot 5 UOIOIEEX[X| gf2 B2 7|8 =2 iz °*|3|0|EE T A&LICH
= HEE YO|o|EstH 40 #HHE ZE 7ty QEH 0|A 9| HEL|IZ 21Z0|

Z|cH 30% S SEELICH ME ZY2 MutE 74EO1I':'F M ELICt Direct

Connect. 7t& Z2}0[8! HO|EHO|E 7t2|7|= 2t E Ho|E0 X F=2

E FII5tH ¥ F2E Sdll etEE EBf=E2 1500 MTUE AFE 504 &

ElLch 4 = 7hy QIEmo|AT HE ZBS X[ st=X] & QlstedH

Direct Connect Z2& 0| M sl Z&|&e MEISI T 7+ ClE{H| oA EF 7+

HO|X|oM 7t58t HE e &L

HEZ| HF A EE= ASNO| ISP = HE T AtdRtol &5t B2, F71 HEE &L 0]
SA B|AF HXIXIE A8stE EM7E E £ AT HEXZ HFA/ASNE ALER7HALEEY = U
#Qlst=, 2|AF THIQI O|F oA & E olH Yol E =& AU&LICH

Zto| 48 =+ l&Lich
HI VPC MH|A0| AZE|= 7ty T{EE] QB 0|AE Z=H[X{'dsIEdH

1. https://console.aws.amazon.com/directconnect/v2/home0il A Direct Connect 2&2 LICt.

2. B FoM 7t QIE{Ho|AE MEHFHLICY.

3. 7td QIEmolA MEE MEiFLICEH

4. Virtual interface type(7t4 QIE{H 0|A F&) of2{oll M R0 CHsH = 2]
5

Public virtual interface settings(TH= 2] 7} & QIE{H| 0|A M) of2ioil M CtE S =g LICt.

L

a. 7t4 CIE{H|O|A O|Foi 7t&f QIE{mo|A Q| O|F 2 = 'rLCY.
b. 220 A O] RQIE{H|O|A0i| AtEE Direct Connect @1Z2E MEHFLICH
c. VLANO{ VLAN(Virtual Local Area Network)2| ID 13 & /=248t L|C}.

d. BGP ASNOi| #HO|E9Jl0|2| BGP(Border Gateway Protocol) ASN(XIE A|AE| H3)E Q1=
C}.

44


https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect Add a permission2|

6.

7.

=
T

a.

7t

REE U2 1~4294967294 IL|C}. 017|0ll= ASN(1~2147483647) L Long
ASN(1~4294967294) 2 5ol st x| ol ZEELICH ASN & Long ASNO]| CHEH REA[SH LIS
2 ol Z!I ASN X|? Direct ConnectE® HZ5HAA|I2.

7t 4 ofeolM CtEE T LICH

IPv4 BGP £= IPv6 I|0{1& FdoteiH Ch&E s> TLICH

[IPv4] IPv4 BGP I|0{E& F445l24H IPv4E MENSI T CIS S s&gtLICH.
e O|BEHIP TAE KIA|XMo 2 X|H6IE{H AL AL 2FRE] 1|0
SlloF 3t= IPv4 CIDR CHA FEAE l2dgtLCt.

« Amazon 2IE 1|0 IPO| AWSE EEiEE M&Est= O AFSE IPv4 CIDR A E 13
Ct.

OF

IPOll AmazonO| ECliiZlg ™

el
T

_U
<

»
o M
2 >
rr
>
3
QO
N
O
=)
lo
%
<
()]
_|

[IPv6] IPv6 BGP L|0{& 7445624 H IPv6S MEfEFL|CEH |
2 EM RIS E Y ELICEH AFEAF X[H IPve A= X[HE = QgL

ful
E
1o

XXM BGP 7|€ X&35l2424 BGP MD5 7|& =2348fL|C}.

i
=
m
ﬁ
\l
M
ol
)
d
i
—
-
X
d
1
m
Q
o>
-
Amt

[El &|7H) Bi2 ol = Bl MHE M=iErL|CH

L

§ QlEmo|& HES MEIELICEH

—

VPCOl Z2to|8! 7t QIE{H|0|AE Z 2 H|X{'dstE{™

1.

2
3.
4

https://console.aws.amazon.com/directconnect/v2/home0{| A Direct Connect 2& 2 JLICt.

Et
=

7t

M oM 7Hy QlE{m|o|AE MEIELICH
A

A QIE{T O] A A4S M=y

1]

LICF.

Virtual interface type(7t& QIE{HH|O|& %) oteoll M &0l CHall Z2folSlE MEErLICE.

7

H

=13
=

=

YEIAE S 7Y 45


https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect Add a permission2|

5.

Private virtual interface settings(Z2t0[t! 7t & QIE{H| O|A A7) ool M CtE S =~ ELICt.

a. 7t QIE{H|0|A O|&oi 714 QIE{H| 0|A Q| Ol S =dgLICt.
b. 2dZ40{ A O] QIE{H| O|A 0] AHEE Direct Connect 914 MEAEFLILCE.
c. HI0|ES|o| &0l 7t4 Z20|E! HO|ES 0| EE= Direct Connect HO|EO|E MEAEILICE.

C
d. 7te QIE{H|O|& AFRIOIA CHE AWS A HE MEYEE CHE AWS HIE S =g ch

S'D

o
7tg =Zetols! Ho|Efofof of lE{mo]|A0 AHEE THe Z 208! HO|ES0|& MEELICE.
o

—h

. VLANO{ VLAN(Virtual Local Area Network)2| ID HHZ & /248tL|C}.

g. BGP ASN2| Z< M 74 QlE{m|o|A0f CHEF 2= 8|04 Z|o{ 2R E{Q| Border Gateway
Protocol At A|AE HEE U2IgrL|CY.

QE B 7 1~42049672942LICH. 047]0fl= ASN(1~2147483647) L Long
ASN(1~4294967294) DSof chEt x|240] ZEELICH ASN 2 Long ASNOI| CHEF XFA|BH LIS
2 0of A ZI ASN x| Direct ConnectE EESHAAIL.

F7t dHolM CtES s—ELICH
a. IPv4 BGP == IPv6 I|01E§ FdoteiH ChE S & LICH

[IPv4] IPv4 BGP I|0{1E +45l2{™ IPv4E EH
« O|HEH IP FTAE AN ZE X|H5HE{H AL Xl 2R E |0
SlloF 3t= IPv4 CIDR CHA FEAE Ql2dgtLCt.

« Amazon 2t E Z|0] IPO]| AWS(2)E EBHEE MESt= Ol AFSE IPv4 CIDR FAE U
gt

I
i
o
Kl
_ITI_
1o
mo
2 4
02
g'l_
r
_iTI_

/A Important
AWS Direct Connect 7t&f QIE{H[0|AE T HE M RFC 19182 A& 3dtod AtA| IP =
E XI'g3st7{L, CHE T4 XY MAE AE5t7L, point-to-point 2122 ?|8ll RFC
39 AWS IPv427 169.254.0.0/16 IPv4 Link-Local 4|0l &= &l IPv4/29 CIDR F
AE MEHE £~ QIALICH O|2f8t ZQIE & ZQIE HAZAR 17 7|0|ES 0| 2t H
9t Direct Connect AIEZQIE 7t eBGP L|0{2I0| 2t AF& 3t OF B LICtH AWS Site-to-
Site Private IP VPN EE = Transit Gateway Connect®t Z2 VPC EEHE £ = E{L3
2 ?lsi= 12 HOo|EQ0| 2t RE{e| F =8 EE= | AN 2IE{H|0|AE point-to-point
AZ A AA E= OHY FAZE AL SHE 20| AWS E&LICH

« RFC 191801 CHSt AEMIEH L2 Z2tolHl QIE{HIo] = A SEHE HZTFAM L.

LEIAE SHY 7Y 46


https://datatracker.ietf.org/doc/html/rfc1918

AWS Direct Connect Add a permission2|

« RFC 392701 CH&t REMIEH LI 2 IPv4 BIF-EZH F A0 S8 28 HZFHM 2.

[IPv6] IPv6 BGP I|0{& T 4524 IPveS MEHEILICH T|0d |
2 EoM Xtse 2 B ELICH A8XE XY IPve FAE XHE = eigLCH

b. MTU(EICH & EH)E 1500(7 1220l A 9001(HE Z a2 #47Z35H248 Jumbo MTU (MTU
size 9001)(HE MTUMTU 27| 9001))2 MEHEFLIC},

c. (A= ALE) SiteLink E44stoll M & 4J5tE B304 Direct Connect & x| 7hol ZId 473
£ g gstEot

d. (M=) BiZE FIHetHLE MAHE = U&LIC

[BiZ =71 B3 F7H(Add tag)E MEHSI T CHE 2 A ELICH
- 7l(Key)oll 7| O|§ S =dgrLCt.

- ool 7| k2 =dELict

[EH M7H] e 2of| = B MAHE MHEHEL[CY.

7. 7td QlEmo|A WEE MEELICH

ATHA|: 7FAF OIE{H|O|A 22124 A & 0|

AWS Z2tRE == Amazon VPCO| CHSH 714 QIE{H|O|AE MMHEH £ 714 QIE{H|0|A &of =X| E|
AEE 850 T MHO| S 2F M E SEZSHeX| &QIELICE RFMIEH LI 2 the section called
“Direct Connect 0l =X| E|AE” EHE B ZFHAAIL

S5EFA|: 7h&f QIE{m|o|A &2l

mazon VPCO| CHEF 714 QIE{m|0|AE MY & ChE HAE AHE3t0 AWS

= Am
22 golg + A&

AWS ZctE &=
Direct Connect ¢4

AWS 2t =0l CiEh 7He QIE{m|o|A AZA S #QlstedH

« B M¥traceroutedtD Direct Connect A1EAI7} HERA FHof Q/=X| ZolghL|ct.

= O

HIEH
o H

P

ol
rr

Amazon VPCO| CHEt 7+&F QIE{H O|A @122 & Ol

1. Amazon Linux AMI Z 0| ping& == Q= AMIE AF835t0q 74 ZEtOo|E! HO|ESolo HAZAElE=
VPCE EC2 QIATAE AR ELICH Amazon EC2 2& 2| QIARA A|Zl OFHALE ALSSHH HHE
A2 B40{ M Amazon Linux AMIE AL & & U&LICH REMIEH LIE 2 Amazon EC2 AHE AT A

47


https://datatracker.ietf.org/doc/html/rfc3927

AWS Direct Connect Add a permission2|

O| QIAEIA A E HASIMER. QAEAL d4E|= Eot O F0| QIHIRE ICMP EEHEE 58
St MEIZ ZESHoF ELICHE 2EE fIsh)

2. QUAEIAT} ASHe| L} Z2lol8! IPv4 FA(04: 10.0.0.4)2 LA ELICH Amazon EC2 &0
T QIAEA ME HEO| UL ZE F AIELICH

3. Z2tO|H! IPv4 FAE pingst SEES gr&LICt

Direct Connect &0 ZX| HAE

AWS Direct Connect Resiliency-Toolkit 5 ¢ 222 048] ?|x[0i| 24 et =9 7t & QIE{H| O|A @47
7*_'.:_5 MAL|RELICEH OFHAIE 228 & AWS Direct Connect Resiliency:Toolkit &0 Z= x| Ef

ArE35to{ EBHEO| = 74 QIE{HO|A & tLIE EHREED S F AEE SFot=X| =
°|of7| 2?I5H BGP I|0o{1& MMZ SEHHA L.

EHIAEE AFE35104 714 QIE{H|O|A 7 MEIA E7}s5HA EIRE [ &5 714 CIE{ I 0o|A
cHEo| EtREE[=X| EQlEL|ct 74 QIE{H 0|4, BGP Z|o{& MM & HAE A 7(7
o E|IAEE AIZFEfLICH AWSE MEHEH 714 QIE{TH| O|A BGP L0 MMES SEF AEfZ2 HEHEL
Ct. QlE{m|0|A 7} O] MEH0|‘:'=| EcH=o| 55 7t4 QEH|o|AE Sl o|SatoF &Lt F4doi 2Zdet
5= 20| Z g E|o] UX| A2 BGP I|o{3 M[Mo| Alufst EcfE 0| 2B E[X| b&LICt EHA
E7} 2Z2E[HL S22 HAEE SX|MH AWSH A BGP MMo| S HELICH BHIAET 2 E|H
AWS Direct Connect Resiliency-Toolkit2 AI&35t04 S ZHE & QU&LICH.

(® Note

S K| &2 Soto|Lt 0|F 0 BGP M|A0] =7|0f 2E £ /o2 2 Direct Connect & X| 22|
7|7k Setoll= o] 7|52 AL8SHK| DM,

HAE 7|2

AWSE 365 20 E|AE 7|82 AN LICH EHIAE 7|50l ZE BGP L|o{oil A AYE EAEQ

A7 ZEELICH 7150l BIAEE BGP Lo{& MM, AR U B2 Alg 2 CHS 2t 5 LR E|

AE MEf7} ZEELICH

- T B -ElAETHHEA A S
= s AIZF SO HIAE T}

o FAE - X|HE AlZE O|MO| HIAE?

Direct Connect H O ZX| EHAE 48


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance_linux.html

AWS Direct Connect Add a permission2|

o Al - X|HE A7t SO EIAET ARME|X| EA&LICE Ol= EHREM EA(7F IS m Ydle =
&L|Ct

KEM|EE LI 2 the section called “7+4 QIE{H|O|A &0 ZX| HIAE 7|85 27" MMHE FZESIM R

25

+ AWS Direct Connect Resiliency Toolkit 7} 4 QIE{H|0|A Eo Z=X| E|AE A%

& QIE
« AWS Direct Connect Resiliency Toolkit 7t4 QIE{H O|A FOH ZX| E|AE 7|85 E7|
3

« AWS Direct Connect Resiliency Toolkit 7}4F QIE{H|O|A EHoll x| EHIAE EX|

AWS Direct Connect Resiliency Toolkit 7t&F QIE{H|O|A & O Zx| HIAE A%

Direct Connect & EE=& AFE5t0{ 7t QIE{H|O|A Toll ZX[ E|AEE A|RTE + U&LICH AWS
CLI.

Direct Connect & 0{|A 714 QIE{H|O|A o ZX| HHIAEE A|ZH5tE{H

[e]l]

3. 7ty QIEmO|AE MEE CHE %], BGP SE S MEFLICH
HEE, ZEt0|H B TS 7Hy QEHO|AMM EHAEE A™YE £ J&LICH
4. YO HAE A% CHEt &RIOIAM CHE S S ELICH

molI
_L
o
N
o
=
X
E
m°l'

a. Peerings to bring down to test(E|lAE5t7| 2[5 S
IPv4)2 ME4FHLICEH

b. EIAE Z|CH AlZH| HIAE 7} XIS AlZHE)S Q=2dgtict,
Z|CHZE 2 4,3202(JUAIZE 7IF 72A1ZHL]C,

71222 1802 (3AIZH LI}

c. To confirm test(E|AE & & QlstE{)of &elg =igLICt.

Z|o{d M4d(od:

Direct Connect &0 ZX| HIAE

49


https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect Add a permission2|

E Ar83stod 7ty QIEH 0|A Foll ZX| EIAEE Al%stE{™ AWS CLI

StartBgpFailoverTestE AFS&fL|CH.

AWS Direct Connect Resiliency Toolkit 7t & RIE{H|O|A Eo ZX| H|AE 7|8§ £7|

Direct Connect 2& =8 AI83510{ 714 CIEH|O|A & o ZX| HAE 7|8 € &= U&LICH AWS
CLI.

Direct Connect Z2& 0| 7t4 QIE{H|O|A FOH ZX| H|IAE 7|82 EE{H

1. https://console.aws.amazon.com/directconnect/v2/home0| A Direct Connect 2£& & iLIC}.
2. 7t4 QIE{H|O|AE MEHELICE

3. 7t4 CIEI|O|AE MEHSIT MIT HE E7|8 MEHFHLICH

4. HAE 7|5& gL

Z&ole 7ty QIEm o020l Cha ~2et 7t QIE{H 0|A& BIAETH EAIELICH
=

| CHst ME HEE E2{H E|AE IDE MEHELICE

Al
m
>
[m
o

£ AEstod 7hY QEH 0| ol ZX| EIAE 7[S§& 24 AWS CLI

ListVirtuallnterface TestHistoryS AFE & LIC}

AWS Direct Connect Resiliency Toolkit 7t & QIE{HO|A &HO ZX| HIAE SX|

Direct Connect 2& LLEE AFE35104 714 CIE{H|O|A HOH ZX| EHIAEE XIS + A&LICHAWS
CLLI.
Direct Connect 2&0{|M 714 QIE{H|O|A Eolf x| HHIAEE FX|5t2{H

1. https://console.aws.amazon.com/directconnect/v2/home0i| M Direct Connect 2&2 JLICt.
2. 7t QIEmO[AE MENEHLICY.

3. JhAl OIE|H|O|AE MEHSH C}S &Y E|AE F|AE MEHSHL|CH,

Direct Connect &0 Zx| E|AE 50


https://docs.aws.amazon.com/directconnect/latest/APIReference/API_StartBgpFailoverTest.html
https://console.aws.amazon.com/directconnect/v2/home
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_ListVirtualInterfaceTestHistory.html
https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect Add a permission2|

AWS = BGP I|0{3 MM E SHELICH HAE 7|50 BAEo0] CHslf “F|AE"0| EA|IELICEH
£ AMEstod 7ty QEH 0| ol ZX| EIAEE EX|ste{H AWS CLI

StopBgpFailoverTestS AFE & L|C}

Direct Connect 24! 942

oAl dZ2 2z f0|A =2t AWSZHS| M2 HE RT3 HZAS 7HErsHAH Axdst
MBELIct o] 92 R Ax HELX3 F4& 2|5t 7|& Direct Connect QIZ 28 ER8H =
| = o
=

2l 4] @422 AWS Direct Connect Resiliency Toolkitoll 2| &35t x| &t & L|CH.

7|& 4ol A1 FIH A4E FUtsttde B2 SciAlS MEELICH a4 AZE2 SLAE 95% L

Ct. J2{Lt 22 M [ Resiliency Toolkito Bt &2 == 2= AWS Direct Connect S22 EE=
(o)

FaAl I T As7| Mol SSH HZ A Z7g SRISHAAIL.

« Direct Connect Classic 9122 744

Direct Connect Classic 14 74

7| Direct Connect 21Z20| /2™ Classic 12 S FA3 & LIt
1EFA:0of 7} AWS

E AME35t2{™ AHHo| ot & gi= A< H 0| Direct Connect® 2 & LICt.
ol 7t AWS A

E A|ZH5tE{EH0| AWSE R
LK

gLICH AWS AH. M CHEr REMIEH AWS HEHLHE 2 AWS Account
Management & = OtLHA Q|

& o
Mol AE57| AWS AHE HESHMR.

oA o4 51


https://docs.aws.amazon.com/directconnect/latest/APIReference/API_StopBgpFailoverTest.html
https://docs.aws.amazon.com/accounts/latest/reference/getting-started.html

AWS Direct Connect

Add a permission2|

2CHA|: Direct Connect M2 942 2%

M& 49| A2 Direct Connect 22 AFE3510 ¢ QES NMEE = U&LICH AR 49| H
< AWS Direct Connect IFE L2} $124510 SAR HAAS Q™EELICH CHE HET UEX| &g
Ct
- LQSHXE KT QILICH 44 2HE MMt Foles TE ST E HAE £+ eiaLCh
« 9448 ZZ & Direct Connect & %|&/LIC}.
(® Note
Direct Connect 2£& AI235l0{ SAR 42 Q™ &= & LICH CHAI AWS Direct
Connect ZLEL{0|H| 22|5t0{ SAE S MME OIS & = YU&LICH CFS HEXE A
LD AR 044 2 BHdo 2 o|SEhLCh.
M Direct Connect @122 MAsle{H

w0 N

https://console.aws.amazon.com/directconnect/v2/home| A Direct Connect 2& 2 JLILC}.

EFA EoM 14 S MBS OIS 42 M-S MEfELICH

oAl MEfEhLCt

o1 MM Folodd MY ofelloMd CHSE - ELICH

a. O|80f 2| O|ES =T LICI

b. @ %|0lAH Z4Z8t Direct Connect 2% AMEHEFLICH.

c. sHEElE ZAL, [Sub Location]ll M A XL EEE AL XL HIEQIT SRS 7HE 72 &2
MeEdgtL|CE o]l M2 sliE /Ix|7F ZAE 2| 042 0| MMR(meet-me room)2 41 U= 82
o2k AFEE £ &Lt

d ZE ST oM H4Z CHH=Z S MEHFLCH

e. 2Xd0/A9| BR0| HAZEE AFE510q HIO|E] ME{0| @1Z2E [ Direct Connect IHEL{E &3l
iAE MEHFLICH

f. MH|A Z2ZXHollA AWS Direct Connect IHEL{E MEHEFLICH SE0f Qe 22XAE 0|835tE
B 7|EHE MEHFHLICY,

g. MHIA MSUAMZ 7|ELE MESSE Z2, CIE M3 Y#|e| o|§0lE AHEStE THELQ| Ol 2
l=dgLCt.

Classic 12

-4
0x

52


https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect Add a permission2|

h. (M=) Ei2 & FItst7HLE MHE = &L

[ENZ 7} EH2 F7HAdd tag)E MEHSI D CIS 2 8 EhLIct
. 7|(Key)oll 7| 0|88 23stL]ct.
J

« 2toll 7| ZkE = E LI

=
Ol AZt B9 A8 A2l & XIS #ixiol chet 27} Y28 savg%w oIS 2 + aLI o
HYe 7+ Al A8E OlHY T4 2 MAELICHAWS. 78 OfLhol SEaHOF 5tH, 22| 2fopd o

7HAF QIE{H| O|A S AMAd5tE{Td TX] Direct Connect 2&0|A SAE 442 426l of LIt o] EHA|
= SARIE AZA2 HEELICE.

w
ol

g e¥Et Fol=rcC
Assignment)E |3 357Lt
00|, Z 27 0|M SZAt

gfLict

o
fu
In
ot
1

= LOA-CFA(Letter of Authorization and Connecting Facility
RYEstE O|HIYE EHLICH LOA-CFAE &4 HEH AWSHE
3 S22 HERF 78 AZ (LA 64)E dYst= ol 22

LOA-CFAE CI2ZE5tc{H

1. https://console.aws.amazon.com/directconnect/v2/home0i| A Direct Connect 2&2 JLICt.

Classic ¢4 7 53


https://console.aws.amazon.com/directconnect/v2/home
https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect Add a permission2|

5.

LOA-CFAE= PDF It 2 HFE0| CFREEFLICH

® Note
O| &3 7} g3t x| X| et ACHHM O 2] LOA-CFAE CIRECE = Qi AUt FI7H M
& 23 olni Yol Y= Al Holat HAI2. ofHis| YaE AT 4 19

0

= - O
Zt 71&E 72AM 2 O O|HYE == AlSHR| ZE B AWS Supportol] E 2|5t &AL,

oll

(o]
L
O
=

LOA-CFAE CI2=Z2E8t = Chg & otLtE s™E LI

« AWS Direct Connect ItEL{ EFF = HERT == AR OE = HERZ 33
Xt7t 8 Direct Connect | X|0M LA 1S F2& = UL S LOA-CFAE EHILICt. APN
ML HERZ SR/ Ix HAE ChHel FE2E &= ie 8, Z270|M SZKHoi[A =F
iEtg &= l&Lict

— -|0
|=I

T AAHE
« SE Direct Connect 9Ix[0l &H|7} /= A Z 270l 22 Rt 22l5tod ma HEST
S QHSAAIR. T2 A 0IM BZXte| TZHolo{of BLICt 3 AWS EHRE{ol| CHEH o4
2 &50215t= LOA-CFASt HER|Z 0 445 = ol 228t HWEE A I3HoF & LCt.

Direct Connect 0424 AFO|E 2 LIQEl 2|x](0dl: Equinix DC1-DC6 %! DC10-DC11)= ZHAZ MHE
LICE AFE AL EE= HERT SZX2| &H[7} 0[248 ALO|Eo] e Ed< OHE AHA 2o JHEtE

S E ZEO CHEt it HAZES @HE £+ U&LC

/A Important

HIHA = B Direct Connect YXIZ FIZEILICH =2 7184 & Yd22{™ 042 Direct
Connect X2 HAZAE FHFAAIL.

A = HESID TRV 2B/ 17 MHo| EXE HE B AS (22 AS) EM HE B

Classic ¢4 7 54


https://aws.amazon.com/support/createCase

AWS Direct Connect Add a permission2|

4EHA|: 74 QlE{H o] & 4

Direct Connect 212 AL&E AlZts5tE{H 7ty QIE{H 0| AE W/ datiok ELICH 7Ha Zeto|8! QIE{mH O]
AE YEsto VPCOH| AAE & U&LICH = IHEE 7ty QEm0|AE ddstod VPCH| Sl HE
2| AWS AH|A0| AZE £ &LICH VPCO CHEF ZE0[S! 7ty QIEH0|AE RIEE B2, HEE
VPCOLCH &tLte| Z2to[S! 7t QlE{m|o|ATF He LI o & §013712] vPCol 4Z45te{T ZEl0|
2 7He QIEH ol A E 37H7F Ee L.

A\t Toll Chg HETH QR Helst AL,

Resource o= M

Connection 7+4 QIE{H|O|A S MAEIE{E Direct Connect 12 EE= 213 EA 2 E(LAG)
L|Ct.

Virtual interface 7t4 ClE{H| o|A 9| O|& lLICt.

name(7}+4 QIE

| O|A O|F)

Virtual interface C A2 CHE AWS AI™EO| AE ID
owner(7t& @IE 7
HOo|A AKX}

rr

E A"l ChEh 714 QIE{m|o|AE W dst
iL

(ZEtOls! 7H SR AWS EIF1el VPCOI H4ZIskaA VPCO| 7H4t kol Ho|E 0|7t

QIE{mHo|ABt &  EELICH BGP M2 Amazon & ASN2 7t ZE2t0[8! Ho|EL0loM &

=) Connectio SELCH 744 Z2to[8! HO|EQOIE e M TREH Z2t0[%! ASNE X|

n(®iZ) e 4 Q&LCH 2| oo AmazonO| 7|& ASNE MSEHL|CH KEAISH
LHE 2 Amazon VPC A+ MEAMO| 7tef Z2to|S! Ho|ESo| Mg FHEF
£l A|2. Direct Connect H|O|E®{|0|& &3l VPCO| @1Z3t24™ Direct Connect
HOolE 07} R #rLICt XMt "H 2 = Direct Connect HIO|EHO|E & =5t
AAI2.

VLAN 1Z20{| M o} & At S0] ofid TR FH VLAN(Virtual Local Area Network) E{f 1

QILICH Zt2 1~40940|1 Ethernet 802.1Q E&E &45lof g LICt. Ol ElaE
Direct Connect 914€ S1t5t= ECi=lof 2Lt

o |»
m
e
|
1L
o

U= B2 AWS Direct Connect IHEL{710| gt MSELICH 7}
=
=

F2olE of 22 +-E + ei&gLich

Classic ¢4 7 55


https://docs.aws.amazon.com/vpc/latest/userguide/SetUpVPNConnections.html#vpn-create-vpg
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways.html

AWS Direct Connect

Add a permission2|

Resource

TjofIP F&

]

1
0%
HT

714 QIE{H|O|AE IPv4, IPV6 EEE SHLIM(F Y Ao CHsH BGP Liof2 Al
ME X|HE &= U&LICt Amazon £ 9| Elastic IP(EIP) E= I1R] IP 4 7+
R7|(BYOIP)E AtE35t0i HEE! 7t4 QIEH|O|AE MK OHMI2. S Yt
7t4 CIEAH|O| A S IP FAE AL St ME ol CH3H 0421 BGP Al
M2 H8E = iUt BGP I3 MME 7H4 ClE{H|o|A Q| Zt dl=of &
SE P A HULICH.

. IPv4
. (HE2 7H4 QIEHOIARH i) ALR AV AR 8 TR HE IPv4 X
A8 KMok BLICH 2t2 02 B stk 4 UaLint
« 14 AR9||Pv4 CIDR

ZE HEZ IPs(T AR == ME AWS)Y £ AUX|BH m[o] IPL}
AWS EtRE IZ|o{ IP ZF0f SYe MEY ntATE AHS35HoF &L
Ch. o & Soi2t Z2 /31 HelE EEst= 32 L/011P203.0.113
.0 ol 203.0.113.0/31 £ AF23st1 AWS I|011P203.0.113.1 of
EMEE &Lt E=0t Z2 /24 HRIE EYdlE E< T/of

|IP198.51.100.10 01 198.51.100.0/24 & AF&3t1 AWS I|0f
IP198.51.100.20 O& AFSE = U&LICt

« LOA-CFA H&t 5042} &7 AWS Direct Connect IHE L] EEE ISP7| &
SehP HeY

« AWSK|Z /31 CIDR. AWS Supportt]l 22/5t0{ I{E 2! IPv4 CIDRE 2
HotAAl@aeln ofH AL A2 QESI =X dEFAMLR)

(® Note
AWSKISE HEZ IPv4 FA0f CHEE ZE S oY =+
Cto 28e += &Lt

o (ZE20|8l 7+ QIE{mH| O|A B SHE) AmazonO| AFE XL CHAI ZELO[E! IPv4
FAE A" = st &Y X|™ste 82 2tE eIEmo|A &
AWS Direct Connect IE{H|O|A0f CHSHABH Z2}0|E! CIDRsS X|%dsH of
gLICt ol E S0of, EZ HIEQIFM CHE IP FLE X|IHSHX| 0N[R2, T
£2| 714 QIE{H|O|A 2} OFEH7HK|Z I|o] IPLF AWS EHRE{ I|o IP 25
of St MEY ntAT E AtE5Hof g LICt o & E0{2 22 /30 2

Classic ¢4 7

56


https://aws.amazon.com/support/createCase

AWS Direct Connect

Add a permission2|

Resource

Address
family(F 2 THY
2)

BGP informati
on(BGP HE)

(HEE 7t4 2
E{mH| O| A B 3H
=) Prefixes you

want to advertise
(SEE HFAH

L ye
E adste A2 T|011P192.168.0.1 0 192.168.0.0/30 £ Al
ot AWS I|0{IP192.168.0.2 O|E A& £ Ql&LICH.

+ IPv6: Amazon2 /125 IPv6 CIDRE AtSC = & &LICt AFE X RFA]| 1|0
IPv6 TAE X|HE £ gi&LICH.

BGP I|0{2! MMO| IPv4E S3t=X| EE= IPV6E SSH=X|E EAIELICEH

- AEXt & BGP MlMof CHEt H{EZ] === Z2}0[5! BGP(Border Gateway
Protocol) ASN(AtE AlAH #HE) S22 ASNS AL& S0|M ASNE 4R35t
AoqoF BfL|Ct Z 205! ASNZ A8 3t= ¢ AFEAL X[ ASN gf2 M7
& = U&LICt 16HIE ASNS| B2, 212 64512~65534 % 2{040F & L|C.

32H|E ASNQ| AL 2t2 1~4294967294 He{00F B LICt HE2! 72k QIE
Ho|AE 2o ZEt0|8! ASNE ALE5te B AS(KHE AlAH]) M5 047} &
SotX| et&LICt

« AWS E 7|EXoZ MD5E &435tgtLict ol S

MD5 BGP @l& 7|. AXt= AAME MSE ==

A YIS S8 =L U&LICH

sk

BGP

SE

m
LU

i R §
o H

HE2| IPv4 B2 EE IPve Z2QILICH BGPE AFR3HE
3

o
Xo{E stL}, Z|CH 1,000707H K| 2 2 8H ok 8FL|Ct

(o]l

L

« IPv4: IPv4 CIDR2 C}& & stLtoll 5iE 5t Direct Connect Z2E AL 35}
o:l I:II-.u.EI |___|-E _LL-| E IPv4 ClDRJ_'—I' E’g ‘JI\‘ AAI:!L—IL_-I'
* CIDRs2 MZ CHE AWS 2|THof £&Lch HES HFAtol BGP 7R L
E| E{2E X8l of &L|Ct.

« HE|E/IHA|E F M0 I{E 2] ASNO| U= B2 AS_PATHE AFSErLICE

AHMIEH LSS 2t BT BGP 7‘|'|T|—|E|E HESHMR.

(>R |
« Direct Connect HEZ! 7} 4
H|o| HMF AL ZOo|E X|HE £ °'§L—|EF.

| = _E_ =
UG LICH x| Aol S HEE IF01| Jbstm Zmstess %7t CIDR

HEAM S52 MSs5HM2.

Classic ¢4 7

57


https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html
https://aws.amazon.com/support/createCase

AWS Direct Connect Add a permission2|

Resource e g
(Zztolel & ™ miZlo| z|cH M& EFRI(MTU)LICH Direct Connect. 7[22Zf2 1500/LICH. 7}
S 714 QIE{m0] A QIE{m|0|A S| MTUE 9001(ME Z8h)2 MYeH HE Zfde X|&
A0EHE) ME SIS YOIO|EE|X| 2 A2 7|2 SE|1X ¢AE HOo|EE = A&LCh
e 142 Olo|EstH eddn ¢t El R E JH4F CIE{H|0|A 9| HER|T 247 0|
Z|cH 30 St STHEILICH ME =2 MutEl Z2o 2t M E LTt Direct
Connect. 7t& Z2}0[8! HO|EHO|E 7t2|7|= 2t E Ho|E0 X F=2
E FtotH ¥ 22 E Sl et*EE ESZE2 1500 MTUE AtE35t0 TS
Euict A4 E= 7t ClEEHoOo|AT HE Za|E X5t X &elste™
Direct Connect 2& 0| T Zoi|S MEHSI T 7t&f QIE{mo|A YUt 4
HO|X|oM 7ts8t HE Zyele 3t&Lch
HEE HF A E= ASNO| ISP EE= HIER T AtYAto &ot= B2, 71 HEE 2™ELICH 0|72
SA A HX|XIE AI83tE BEA7I E £k T HERIT HFAHASNE AFSXITHAISE = AS2
golst=, EAF ZH Q! Ol oM MEE o|H Yol E =& JU&Lct

ZatolH 7k QIE{HO|A & HER| 7Hy QIE{H|0|A 0] B2 LIEXT AZ 9| 2|0 T& EH|(MTU)
= dZdE 3ol MEE = U= 20 518 7t W72l 27|(HiOIE)LIch ZEto[! 7Hy QIE T 0| A
O MTUE 1500 £= 9001(HE =2l g & UGLIcH TS 7He QE{H|0]A 2] MTUE 1500 =
8500(HE Z &) = USLICH QE{HO[AE BHE I E& BHE * YO|0|EE m MTUE X|BE
%= d&Lch 7h4 QIE{H0]A 9| MTUE 8500(H 2 Za2l) £ 9001(HE Za|Y)2 MYstH, ME
ZRUE XY= HOO|ERIX| i B2 7|8 S2|H HZE=E Hulo|EE = A&Lc dZE2 o
Clo|E5tH 4Zn #El 2 E 7HY QIE{To|Ao| HIELZ 24Z0| z[C 30% S SEHELICH 2 Z
= 7ty QlE{Ho|lA 7 ME T2 X[§5t=X] & 2I6tE{H Direct Connect 2& 04| A T i
£ MEfstn @of HolM ME =z 7|58 H&Uoh

HEE 7Hy QEHO|AE ST molM 288 dEStT £Qlste O 2o 72412 AWS O] ZHE =
A&

Hl VPC MH|A0| HZElE 7t HEE] QIEH0|AE Z=H|XM'S st

https://console.aws.amazon.com/directconnect/v2/home 0| A Direct Connect 2& & iLILC}.

M Fol M 7t4t CIE{mH|O|AE MEREFL|CH

744k QIE{m| oA Mg MENFHLICH

Virtual interface type(7t&f QIE{H|0|A |F) of2iol M F ol CHsi HEE]
A

2 M=
Public virtual interface settings({E 2] 7t& QIE{H|0|A M) of2{ol M CtEE =& LICEH

o K~ w0 Dd =

Classic ¢4 7 58


https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect Add a permission2|

c. VLANO{ VLAN(Virtual Local Area Network)2| ID 13 & /248tL|C}.

d. BGP ASNe| B2 M 74 QlE{m|o|Aof CHEt 2Zi|0|A Z|o] 2R E{2| BGP(Border Gateway
Protocol) At2 AAR HEE UZTLICH fE 8 2t2 1~4294967294 2] LICt. 047(0i=
ASN(1~2147483647) 2 Long ASN(1~4294967294) B =0f| CH3t X|240| TEE/LICH ASN 2
Long ASNO1| CHEH REAIEH LE& 2 0i|A] Z] ASN K| ¢ Direct Connect® & Z5tAAIL.

6. F7t 4 ofeio M ChE & s gfLich
a. IPv4 BGP EE£ IPv6 I|0{E FdstedH CHEE & LICH

[IPv4] IPv4 BGP I|0{E& F45l2dH IPv4E MEHS
e O|BEH IP TAE KIANXMoZE X[HGIE{H AIEX
SOk 3t= IPv4 CIDR CHA FEAE Ql2dstLCt.

« Amazon 2IE 1|0 IPO| AWSE ECjEE M&Est= O AFSE IPv4 CIDR A E 13
Ct.

OF

E{ I|oq IPO{| AmazonO| EBjEIE ™

o
r

[IPv6] IPv6 BGP I|0{& F/33l2{™ IPv6e=2 MEHEILICE I|o] IPv6e 4= Amazonl| IPv6 &
2 EoM RSS2 S ELICEH AASX X[H IPve FAE= X|HE = i&LICH

b. 217 BGP 7|2 MZ&3t24™H BGP MD5 7| /=248t

k=)

=
c. 5 AE Amazonol 2Z5tcdH 2 |
E IPv4 CIDRCHY FARIEZ EE)E U=dghLich

d. (MEH) el E FItetHU MHE £ AU&LICH

[BiZ =71 B3 F7H(Add tag)E MEASI T CHE 2 A ELICH

7. 7t QHEmo|a dds MEEL|CH

Classic 14 7 59



AWS Direct Connect Add a permission2|

VPCO| ZEto|8! 7ty CIE{H|0|AE Z 2 H|X{'dslE{™

1.

2
3
4.
)

https://console.aws.amazon.com/directconnect/v2/home™| A Direct Connect 2&2 3 L|LC}.

EFAM X0 A 7}AF OIE{H|O| A E MEHEHL|CE.

7t QlE{mH|o|& WS MEfEh LIt

Virtual interface type(7+4f QIE{H|O|A &) of2ioll A RHoi CHall Z2to|8lE

S8 MEfELICH
Private virtual interface settings(Z2t0|8! 7t& QIE{H|0|A M) ot M CtE S s> ELICtH

a. 74 CIEH|O|A O|Soi 7+ CIE{H|0|A S| O] AELIC

_

b. @1Z40{ M O] QIE{H| 0| A0i AF2E Direct Connect 12 MENSHL|CE.
c. HIO|EQ|O| R0l 7t&f ZEtol8! HO|ES 0| == Direct Connect H|O|ES{|0|& MEELICE.
AWS HEE lzdgrLct

7t QIEH O] A AR AtOIA CHE AWS HIHE MBI CHE
e. 7t Z2to|e! AHO|EHolof o] QlE{mH|o]A0i AHEE THe Z 208! HO|ES0|E MEELICE.
o

o

—h

. VLANO{| VLAN(Virtual Local Area Network)2| ID HE & @|=248rL|C}.

g. BGP ASN2| Z< A 7t4F QIE{H|o|Aof CHEt 2 Z3|0|A Z(o{ 2 E{2| Border Gateway
Protocol At2 A|AHE 5 E U=IgLICtH

FEB U2 1~4294967294 LICt 097|0f= ASN(1~2147483647) X Long
ASN(1~4294967294) D2 5of cigt x|2o] ZEELICH ASN 2! Long ASNOY| CHEF REAISH LS
2 0ofl A ZI ASN X|& Direct ConnectE & X SIAAIL.

F7t dEolM CtEE e LICH

a. IPv4 BGP EE£ IPv6 I|0{E FdstedH S S & LICH

[IPv4] IPv4 BGP I|0{& FM5l24™ IPv4E MEHSI T CIS 2 & LCH

« O|2HEt IP FAE RAMoE X|'H5tE{H AFE At 2R E I|01 IPO] AmazonO| EZEIE ™S
SOk 5t= IPv4 CIDR CHAF FAE l238tL|ct.

« Amazon 2t E Z|0] IPO]| AWS(2)E EBHEE MESt= Ol AFSE IPv4 CIDR FAE
gruct.

/A Important

AWS Direct Connect 7t4 QIE{H|O[AE T | RFC 19182 AF&35t04 XA IP =
g XI™stHU, O E 4 X" MAHE AHE5t7LLE, point-to-point 21282 2|8 RFC

39 AWS IPv427 169.254.0.0/16 IPv4 Link-Local |0l M &2 El IPv4/29 CIDR F

AE MEIE = QI&LICE Ol ZRIE & ZQIE 442 12 H|0|ES0| Et<E

Classic ¢4 7 60


https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect Add a permission2|

@} Direct Connect AEZQIE 7t eBGP L|0{R04|2F ALE3HOF B LICE. AWS Site-to-
Site Private IP VPN EE&= Transit Gateway Connect?t 22 VPC EEiE E= EHEE
2 ?lsi= 2 Ho|ESO| 2t RE{Q| F = &£ = L AN QIE{H| O|AE point-to-point

A CHAl AA EE CHA FTAZ AFE5HE Zd0| AWS E&LICEH

« RFC 191801l CHE RtAMIEH LI 2 Z2to|H! RQIE{HIo| FA S F S HASHAML,

« RFC 39270 it ALMIB LI =2 IPv4 23-2Z FA 0| 55 242 HXSHAMIR.

[IPv6] IPv6 BGP I|0{& F/33l2{™ IPv6e=2 MEHEILICE I|o] IPv6 4= Amazonl| IPve &
L EAM RS2 Y ELICH AFEK XY IPve T4 XIHE 5= i&LIct

b. MTU(ZICH & EH)E 1500712210 9001(ME =) 2 #4Z435H2d™H Jumbo MTU (MTU
size 9001)(ME MTUMTU 27| 9001))E ME4SHL|CH.

c. (M= AEh) SiteLink E4dstoll M & 4452 B304 Direct Connect & K| 7hol Z1H 473

[Ei &7 Bl F7HAdd tag)& MEHSt D S & ELICH
. F|(Key)oll 7| 0|88 238t ct.
=5

24
- groll 7| 2t2 Lot

[EHZ M[7H] EN 2ol RIE Ef M7HE MHESFFLICE.

-

=

il FF

7. 7|.A|- O|E.|_u_-||o|/\ AHA—IO AI_-| l—ll-—-l'-

8. BGP LC|HIO|AE ALE5t0d HER] VIF AZ40| AL8%tE UWIEXIE Lqok ELCh

El

S5EHA|: Et*EH FE CI2EE

Direct Connect 2122 ?|8F 7tY QEH0[AE Ydet = 2I*H 7 TUS CI2EEY + UL
Ct o] mhdol= ZEtol = HEE 7HY QEH 0|20 AHSE 2R EE Fdst= Ol Eeet BYHO|

ZEE|of A&t
BtRE 242 CHREE 5™
1. https://console.aws.amazon.com/directconnect/v2/home0il A Direct Connect 2& 2 @iLIC}.
2. EM EO|M 7 QIE{H O|AE MEAELICE.
3. S MEstT AR HE 27|18 MEfFLIC
CE A

4. o}

Classic ¢4 7 61


https://datatracker.ietf.org/doc/html/rfc1918
https://datatracker.ietf.org/doc/html/rfc3927
https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect Add a permission2|

5. BIRE{ Y CIRZ=oM CHSE 8L

a. BIUMOIM BHREIQ| MIZYUME MBLICH
HEOIM Bt 2Ele| B

b. =
ZEQofolM EtREe| AZ EQol HH S MEHEFLICEH.

B M

C.

6. Download(CI2E2E)E MEIS O3 2t RE{of g st #+42 AFE 510 Direct Connectod| 14
= U= X| =Zelgtct,

ok

BHREIE £S0O2 TASH Wiol ChEt RHAIS LIS BH2E 74 B e 2C 8 AESUAIR.

CHREE 788 & 7t4 QIETH0|A S| & EN7F UPSE HFEILICH 7HA QIEHIO|ATE A& CHRE|D
Direct Connect C|HIO|A Q| I|0] IP FAE ping® =+ RE 2 MM2 HXSIMAS 2(HI0lE &3)
M . I|o] IP FAE pingE = UCHH H S 34(HEHZ/ASE) EA sHE B HEFAAIL.
BGP IZ[0{3 M|M0o| MYE|}X|OF ECfEE 2B E = QICIM Bt E =X SHZE B2 FESHAA
o

—_—r

6ErA: 7He QIEm|0|A &2l

AWS ZE}RE == Amazon VPCO| CHSH 714 QIE{H|O|A S MHEEH & CFS HXIE ALE35H0{ AWS
Direct Connect 14 & &2l = Q&LICH

AWS 2t =0 cHet 7he QIE{m oA HAZEE & elstE{™

-« B A#litraceroutedt Direct Connect AEHAI7F HIE QT F™of Q=X &QlgL|Ct.

Amazon VPCO| CHEt 714 CIE{H|O|A @12 E = QlstE W

1. Amazon Linux AMI Z 0| ping& = U= AMIE AF&5t0{ 7 Z2to|8! Ho|ES o]0l &K=
VPCE EC2 QIAEIAE A|XEILICEH Amazon EC2 24 2| QIAEA A|Z OFHAIE AFSSHH HHE
AlZH B0 Amazon Linux AMIE AFEE &= Q&LICH RHMIEF LHE 2 Amazon EC2 AFE A M

O| QIAEIA AR S FESHML. QARAQ HAAL|E= 2ot & 0| QHIRE ICMP EEiEE 58
st= A ZESHok E*I—llil'(%' 2™ 2lsH).

2. QIAEIATJ} MSHz|T LpH Z2 OI I IPv4 —’F—_/.\_(O1I 10.0.0.4)E ¥H| ELICH Amazon EC2 2£0f
FATF QAR

Classic ¢4 7 62


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance_linux.html

AWS Direct Connect

Add a permission2|

(HE AEH 7EAH: 58 4 74

Yol ZX|E ~MSstzd™ ChE 2B AWSZ olol| CHEE 5 7He| M8 S @™stn Fdsts 4ol
Z&LICH o8t A2 HER 0 = & F7H2| 2t E{ 0l A -’S— 2+ A&

Diract Connect

Direct Connect
Router 1

Router 2

Router

Customer Metwork

27Ho| H8 WS TRHINIE HS M2 OHE TS Mg

- HE|E/ME|E(BGP LIS E2). Ol F &0

= 5 40| 25 M HEfQ! 7|2 T ELICh=E SYE !X
LH2| 042 7}4 QIE{m|o|A0f CHE CIE ZZ £ Direct Connect X|HstH ECfE2 580 et QIE

Classic 912 7




Add a permission2|

AWS Direct Connect

12 CH7| SEfof A&LICH AE|

CHE A4

I

gh

E|=/mi A= (failover).

CH
20

o

FA
~

(@) —_
EE|=d

1€ E3H ol|o|E{7} 2}

017

o
g 25 AEER 7Y

X

o

(o]
L

O|x|x
012

ol
100

ol

FaLUch

= Zd0|

©

LICH =

2 0/3

q

=0
(=

Ho.|

4R
(=

A
o
K0
N

o0 Wl
T o
70
L
T &
o1 ™
=
ra e
- m
o)
o W
ko O
u m
= o
=
< o
S

Xt
(=]

LIS A8 3t B2 M UESID QEHOIAR Bt

LICE.

ol
—

= A
=
453

F

=
=

olafob

LICH o &

F

=
=

A&

- ctR ol AAEX AHA

£ 7dste [ol E&LICH

74
=

|of| CHet e

Direct Connect ¢ %

stodH CHE

C A
= o

ntedgE

KEAMIE LI 2 Direct Connect

|.

S
[l

of CH

242

Direct Connect =

64

Classic ¢4 7


https://docs.aws.amazon.com/vpc/latest/userguide/SetUpVPNConnections.html#vpn-configure-routing
https://aws.amazon.com/directconnect/resiliency-recommendation/

AWS Direct Connect Add a permission2|

Direct Connect & X| &2

Direct Connect = MH|A 2ot 7184 I FHE E¥ 67| /s 2142 et U&LICEH Ol2{EH &
£& RXIste{H st=90] LIELIZ ClHol20M 71Xl R X| 227t R ELICH Direct Connect
SX| #Ele AE 9 ZIZolEte £ 7K 8o =2 Lo

agfjold =, A8 +d A Mz2 7|s MSo| ZEELICH fX| 2 E o MEE 2 AL
g E [E2H /K| 22| O|HIE F Direct Connect 2t E0|AM &g = e SHS 2t & Ex[egd =
AU&LICH HIEHEM HERZ M = HY AdZ40| s B¢ 22 0|A HEXI L AWS 2[4
Zto| edZo| SEELICH

ol2{8r x| &2l O|HEN = B FIFH OIS, st=Hod EXM sliiE, & <l ClHfol4 ofol
0 H
| —

Direct ConnectE Direct Connect 944 &= 714 QIE{HO|A E|AAE

HY FAZ AEHE L 715 |X| 22| O|HEN CHE o|HY &S EHLICt Di

142 Direct Connect M& IHEL] & stLIS} AME 5t AR, KX #E[ O|HE CHE oMY & El0
ANEXtet THEL] AY 2RFoA MEELCH F7F 0|HY =4 E= HIZ S5 F7I5t0{ &S &
=T Q&L REMIEH LI 2 AWS A o| CHA| 942Fx |0l =

2R E AWS H ™ 4 E 0
El

rect Connect S48

R &2l oHE

« Direct Connect A& El fX| e
« Direct Connect 712 & X| &2l

- EtAF X[ #E]

- §XHE[OHE FH|

- RX| ZZ| OHE 7| E= FA LT

Direct Connect A& El x| Z2|

AR Fxl 22l 0=l JIB 88 BYSHD NEE IS E HZs| 2I8 SRl0f Clsfols o
=ZQIE0 M 43 IE 2o MM Wl M8 U T4 AUClolE9t Ze HED Yaol=7t T
Lict

Olz{3t R X| #2Z| O|HEE 142 ™Mo o 2% E|H, Y=o 2 C|HIO|A A= ZQIE 7} | %|$t Direct
Connect Y40 ECiZ 0] M2 AlZFCHol 4A[2H Sot ZIMELICH & | EI 2 gitxo

4)&|7|- xl-o| _'L'L|__|.7| x-io.|| 9|'EE|EI=| xl-o-|o| 9|‘EE|E‘=| %F 2| H | A
Qs K| el FE dFslor ot E2, +HE 2E of

0% rulo
>
E

ok
g

E

r|
m_o
rulo
2
oF
o
r
[ul

olx4

27 I BlAAE ARE AWS Ao %7| 23 W 02 20| ML

(][]

Ct A&

0jo
mjo

A= % 2el 65


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html

AWS Direct Connect Add a permission2|

. AEE SX| #E| oHE 142 ™,

- HEE K| 22 OHE 7 ™, A

. HEE S| #HE| OHE 1Y ™.
(@ Note

23 7|E0lE HIFLLn x| SF Lol ZEHELICH

i
r

« AWS Health2t S&5t0{ ZLIEE EE= E|ZIE A|ARIN|M 2 B2 s4lELCH S8
Health AF& AHE A 2] Amazon EventBridge2t AWS Health 2| O|HE =
StMlL.

+ Health Dashboard0i|AM 7= E FX| 22| €82 SLct

> ]IO|'
=
0]
I
D
L
5
2
A

S 270 AeE R&| 22l olHE T} N2 THEIXl o2 + ULICH 0] 2 34 YS Has
o, ?/et S st Mxtoi 2t &= o|HIEE CHA| od eFghL|Ct.

Direct Connect 212 &S X| &c

712 %] 22| O|HIE= st MH|A FOHE & X|5t7{Lt o|O0] 42 BEH2 =gt =X E siZst7|
Qs ZIZ o +HELICH 0l2{8 H2, UTS W AC TSR HY HEiZ Balsy| 5 FA
ZX|E FlafoF g LIC}.

st B AN UEE MBHE T HSHKID, YR AFOIME FE| B FA| ATl g 25 2
gLICH 712 SX| 27t L EHL 2 S mf S22 2D, 22 2| ChA| &S 2hA Euloh
Ol2{et O|HEE= Uit o = C|HtO|A A= ZQIET} Q|X|EF Direct Connect & 401 A 2A|ZF St Ty
EUCH 8 g2l 2852 dEtMo 2 of 7|7F Lol 2t 2 ElLCH StE/o| A S o7|x| et 2 &2
2 olal RX| g2l 2 T EHoF st 82, HE & & ol & AlZta &7A HEe o &3l MEELICH

EtAF R X| e

AWS AIZEl S X| 22| O|HE Qo= 2=Z|0|A0|A Direct Connect %2 HEXT AZAS MZ5t
£ Direct Connect 24 IIEL{ £ WEQT MHIA SZXR7F {X| 2| %*%2 T8 = U&LCH
Direct Connect & IIEL{=0|M £ X| 22| OJHE &2 =4 AWS 504 AX|X| A= F

FEXH

e

2. 66


https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://health.aws.amazon.com/health/status

AWS Direct Connect Add a permission2|

el dHE HEE £+ UESLICH IELHO| KX HE 5SS 2 AWS £ QI 2 o2 TZAMA, g
dhed ol o eq ALR|E & QlSHoF §FLICH

K| 22| o|HE FH]|

X e oHE S0 Z2HM I 27} A& 2S5 ES 5t2{T AWS Direct Connect

P S,
Resiliency ToolkitS AP06P04 ZcH =SS 2ol HIERIT 22 7¥ste [ol E&5UCH 2l =
¢ ofx D2 2|0 SHHE HRSAAIR.

.’n"_IEH SHHES "—*.%ﬁ‘.:'j 40| z|4 F 7H2| Direct Connect ?|x|0i| 24tE|0H, Z+ Direct Connect 2| %|
Q CIEO|M 40| SR ELICL O|§ &3 THE HE2l 50| A3
£T£°._|E Zof e £o0l1, fX| &2l o|HE St 122 |fX|st= ol =Z0| ELct
Direct Connect" 5 HZ2 SAlof 6._U\|9IE AH=E || 22| o|HEE &l ol 25 x| L& LICt
AWS Direct Connect Resiliency ToolkitE At&3t04 %|C |2 S Fd5t= A= MME FE5HA
QEC S 74,

ﬂ
o
)
m
_,_
O
2

HZEE K| 22| O|HE St Direct Connect= FX| 2| 521 014 A EXZQIEO| ERfEIS EE{I
Oldst EfZio| 5 A2 MESIEE A LICt 0| Sall 2ICH S 20| +EEX| §f2 3

RO =5 /Y Q0| HERT ECiES 2ot HESHH MetREE = USLICH E= 2H =g
A Border Gateway Protocol(BGP) 77 LIE|E AtE35t0 fX| &El & ¢ 55 & ¢t Eel

I Mzt E Moig = JU&LCt BGP 77 LIE[of| CHEt XEAEH LI& 2 Routing policies and BGP
communitiesE & X35 AAL.

Z|CH 2924 I 2 Direct Connect 132 TFA451H K| 22| O|HEL} QI a} Atof ghAH A| H| XL
A0 O|x|= &2 2|48te = UeLICt MAMS| 235D HAES F2, Mo = 0|28t R K| &
2| O|HIEof CHa o ZX|E FIE E7t pigLict

=2 745

=23 /= Direct Connect 283 T J8F B2, 20| A& =71 dEiYU [ ECHEO|CHE &= 4
g Sl ctREZIEX| 7Moo 2 EQISHAAI2. H7|MQ A HAEE AX fX| #2| o|HEL} Q
Of &0 ZE2EHM T 2o T2 F7| ™ol HAAHe EXME AlH5t 0 i Z2st= ol ==20| E
LICt. O|E 83l RX| &2l o|HE St HERI S| ME|MHS ECt = AME 5= I&LICE Direct Connect
2o ZX| HIAEE AI83l04 55 0140 SHAE 4Bt AIL. Direct Connect 0 ZX| HAE
A& EtAH = Direct Connect 20l ZX| HIAEE FZTFHAAIL.

Amazon CloudWatch Network Monitor& & & 5}04 Direct Connect 2122 AA |22 DLIEZE £
U&LICEH KEAMIEH LI 2 Amazon CloudWatch Network Synthetic Monitor@t2| t0|EHE2|E 44 2
LIEHZ S X5 AAIL.

X 22| oHE ZH] 67


https://aws.amazon.com/blogs/networking-and-content-delivery/monitor-hybrid-connectivity-with-amazon-cloudwatch-network-monitor/
https://aws.amazon.com/blogs/networking-and-content-delivery/monitor-hybrid-connectivity-with-amazon-cloudwatch-network-monitor/

AWS Direct Connect Add a permission2|

LSt QE AA ME £F MOl Network Resilience AgentE AF&35104 S92 2 ALIE T8 22
Direct Connect EEZX|E M A|Ztgt 2l WL = U&LICH KM LH® 2 2] Network Resilience
Agent% £ Z5HM L GitHub.

QK| EE| OHE 47| Fi F A 23

Direct Connect C|HIO|A &= 0424 024 Z+of
EH HE +85IX| at&LICtH &

= T O [CN=]
MEstE CHE nZofA B2 H%el Y

o
ot Ol o{edE S Z=elg = /U&LICH

- =

X 22| oHE 47| 68


https://github.com/aws-samples/sample-network-resilience-agent
https://github.com/aws-samples/sample-network-resilience-agent

AWS Direct Connect Add a permission2|

S| MAC E ©t Direct Connect

MAC = 2H(MACsec)2 Ci|O|H 7|2 A, Clo|EH F4A4 2 Ho|E ¢ Q&2 MB3st= IEEE EE L
Ct. MACsec2 & & 3 2t*EH 7Ho| AWSE S5t= u_XP AZAE S35l S 2 point-to-point &S

M3 ELC MACsec2 Bt E{2 HE 22| Direct Connect /x| 7to| 9148 E 55t X|0H= 225 A
& 90| 2 & O|O|E{7} Direct Connect 2/%|2t AWS ZI™ Z+Ho| HIEQITE S8l 52 | E2I™ 7=||§ o2
E OIO|EE &3 35t0 7+ Hotg AWS M SELICH Ol A 31H AWS HEXHIE MS E
SoHAWS It HERZE S8t MSE o EgiZo| E5 k= AEstE 2ot M2 &Alo| *”*"E'I—lEP
Ct= Ctolo{a @40l M Direct Connect A} @122 T ZHo| S X| C|HIO|A 0| A MACsec X|# QIE{TH O]
A0f @34 Z|o{oF B LIC}. Direct ConnectE &8 MACsec Direct Connect K| C|HFO|AQF 1174 ol
X| ClHto|A ZHo| ZQIE & X OIE Egf=lo] CHEl HE 2 3 3HE MBS LICH o] &5 3t= Wkt 44

% Bo| CIE{H|O|A Zhol| 20t 7|7t mEHE|D HBE Fof S-ELIC

(® Note
MACsec2 O|C{! 2130l ZQIE & ZQIE Hotg MIS2E, of2] =AMl ol &
7IEt HESIZ MOHEN A SH 7t 25 5t= MSstx| ei&LIC

Direct Connect location

K
|
___________________________________________________ [ 1
| | |

AWS-managed GDI'II'IEI::‘IWII}" : Customer'pariner/provider-managed I I

MACSec-encrypted Customer edge device : connectivity

: Direct Connect edge device

------------------------------------------------------------ Corporate data center

MACsec 7H'd
CI22 MACseco| 3! JHAQIL|CE.

« MAC 2 2HMACsec) — CI|O|H 7|2 M, C|0|H FZ2M L Oo|H & 4l2|-EE MS3st= IEEE
802.1 Layer 2 EFLIC =2 EZof CHEt RtAMIEH LI 802.1AE: MAC E9H(MACsec)2 & x5t
M.

- HotoiZd F|(SAK) — 74 2 Z 2||0|A 2t E{Qt Direct Connect |%|2| 44 L E 7+ MACsec Y424
2 ddste MM FILC SAKE AMH SREIX| o, 53 7| Mg% 6H CKN/CAK |
00l M Rts 22 mtMEL|Ct o] IS CKN/CAK H0{E MEs6tD Z2H|MISH £, 012 ¥% 12

MACsec 7' 69


https://1.ieee802.org/security/802-1ae/

AWS Direct Connect Add a permission2|

oM O|Fo{&lLIC 2ot SXME 2ol SAKE F7|M2e 2 2|1 MACsec M[Mo| AEE ot &Y
HEELCH

. 917 7| 0| (CKN)T+ 947 7|(CAK) - O] 40| Zt2 MACsec 7|8 MAdst= o ALSELICH Hlo] 2t
£ 4445t04 Direct Connect 24401 @3Z4%t C}Z Direct Connect 214 & Al WX| C|Hto|A0 Z 2
HIX{'G&fLIC}. Direct Connect= X CAK 2= X|5tH 5% CAK ZE= X|Y5HX| ef&LICt
Y CAK ZER X|HEEZ, 7| 4d, o2 & wAof Ciet AtAl| 7| 22l YME 2 ol HY
===

o 7| AT HAl2 eS| 64K 168l EXE FAIE|o{oF & L|Ct. Direct Connecte & 47
oil CHaH 64AF 16T EXIY0 Y steE 13 ¥ E 3 EE(AES) 256H|E 7|8+ X[ HEFLICEH

« 7| HiZ &M< - A CKN-CAK H|o{E0f| ME 524 AWS 2£& EE=E AFE 5= Direct Connect CLI
IF = SDKE AWSAF2 &t LIClassociate-mac-sec-key. Af CKN-CAK H0{€ & 381 A4

g M= TLS 1.38F AL 8t ML-KEM(Module-Lattice-Based Key Encapsulation Mechanism)t 2
2 ZAE St 7| nE dnE|EE MEsts W0l E&LICH REAIEH LI 2 AWS SDK 2! CLI 70|
CE HAZSHA2. AWS 2&£2 A8E = ML-KEMS X|H5tE & EEIRME AM8stn o8 Eot
2 ZEgLIc

« must_encrypt - O] ZEMME Aol ZE Ecf=of CHal|l MACsec 537} E4QlL|CH.
MACsec &4 0| AI{et7HLl 2 S 3tE HHE = s B9, 82 EefE 2 TSEStR| a&Lct
Ol REE= |1 £+F 90| Hot BE 2 ME3HK|ZH, MACsec 221 EA|7} ¢ A5t 7t Mol &2
£ ¢ Asuct

» should_encrypt - 0| ZE0|AM ¢4Z2 MACsec & E3HE AT 5HX|2H MACsec E& 0l AlmlistH o
S3T|X| ot S4oE MEELICEH 0| 2ZEE RoIMD 718€E =0{ FX|TH §3 Tol AlLtE

QoiME EE3tElX| t2 ECfEO| H8E & U&Lch
253 REE U FE A HYE = U2, O|F 0| = = JUE&LICH 7|I2H2E M
MACsec K| @182 7| 8™ & MR HAZ ZXE L X[6t7| 2/5H "should_encrypt" 2EE 4
HMELct
MACsec 7| LA
« CNN/CAK LA|(+S)

Direct Connect MACsecO|A{= CKN/CAK IH|0{& 37|77} K| AME&
AMQelZ2 KIHELCH ol st 428 ST 40| ol2{&h & 7| ZIE
associate-mac-sec-key @& E AL&304 A CKN/CAK H|0{E 24Z2& = C|HIO

U 8F S 4E MACsec 7|
OZ IXNE = U&LICH
| A

PSS

A
=
AN =
_l_

MACsec 7| x| 70


https://docs.aws.amazon.com/sdkref/latest/guide/pqtls-details.html
https://docs.aws.amazon.com/sdkref/latest/guide/pqtls-details.html

AWS Direct Connect Add a permission2|

Ut H|o{E F-g8tioF FLICH Direct Connect CIHIO|AE 7t 2|20l FIHE 7|& ALS ST Al
gfLCh s 7|7F ClHtOlA o] 7|oF URISHR| f2B O™ HY &S 7|= E8x[o] A ol
ZdotdMg BEEELt

associate-mac-sec-key AF20f CHEt REMIEF LI 2 associate-mac-sec-keyE & XML

.« HOk 047 F|(SAK) IA|(KF5)

&4 CKN/CAK H|o{ol| A TH4E SAKE CHg 7|ZFol et Ai52e2 mAIELCH

. AlZtzt#

Il ol AtS 22 XME|E|H, HHS STHstX| T £EH5HH 0|R0{X|22 45
|25HR| et &LICH SAKE Yo 2 XEE|X| oto M, IEEE 802.1X EZof [zt £t 7|

B
Ik
Hu
Hn
!

MACsec2 Z1& Direct Connect 1241 213 &H I E(LAG)MIM AFSE = U&LICH

K| E|= MACsec 24

- T8 AHE

+ LAG

- EH ¥35 HE

® Note

X|E|E CIHIO|AE AF83lE IHEL{E MACsec2 AF235t0od x| LEQ|T C|Hto|A 2}
Direct Connect C|HIO|A 7HO| H|& 2 (A 2S5t £ J&LICH 7|58 &Me8 BEHE
Hot 292 S5l 52 D= EFNES 253508 & 9l&LICH MACsec €3 5= HS 201 A
T EXM ClHIo|A Zhol 2t S5lH, 3 A8 HAZAME R[HEX| eb&LCh

MACsec2 X|®i5te 9478 &AM K| wherofl CHE REM|BH LI 2 AWS Direct Connect2(E) & =5 Al

71


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/directconnect/associate-mac-sec-key.html
https://aws.amazon.com/directconnect/?nc=sn&loc=0

AWS Direct Connect Add a permission2|

HE A4

C}= € Direct Connect & 2420 A MACsecoll =3 X|= o =& 0| ELICE. MACsec AF&0f CHst
T 232 Qi&LICH ™8 A0 MACsecE FE5HE EHAlE T8 21220 A MACsec AlEf5H7 |0
Mg = U&Lch

10 CHall CLI ==

e Mg T SUS HAE HELC BEL 43
S = 3 sHE|L|C.

=0l MACsec 224 ME T £ &t
Mg 42 |8t MACsec A =74

& 20 MACsec AHE A| CHE 2 F Aol R2l5tHAM L.

MACsec2 MEHEl < X|Z 2] 10Gbps, 100Gbps ! 400Gbps & Direct Connect 1204 A K|
ElLIct. o248t dde| B T3 22 MACsec & & 20| X|&E LICEH

« 10Gbps HZ 2| B GCM-AES-256 2! GCM-AES-XPN-256 2/ L|C}.
« 100Gbps %! 400Gbps ?1Z42| 42 GCM-AES-XPN-256!L|C}.

« 256H|E MACsec 7|8t X|E|L|C}.

- ZE 2! HE X (XPN)2 100Gbps & 400Gbps 240 B LICH 10Gbps 22| B2 Direct
Connecto| M= GCM-AES-2563F GCM-AES-XPN-2562 25 X|2/2HLICH 100Gbps X 400Gbps
M2 oz Z+e 114 9442 MACsec 22l 32H|E 3] H3E XX Z2HS w2 H A XIS & 9lo
o2 © 2Eolct ¢33l 7|2 1A 504 Af Connectivity AssociationS A%5Hok ghL|C}. o] A& o] &
X|Z|= = |IEEE Std 802.1AEbw-2013 =HotolA = &% mZ! H3 X|Ho| Tkl #H3 K|
Ol 64HIEZ B7t5t1 7| WA CHEH Al 2710] 2HSHE|JA& LICH.
- Eot A AEIHSCl = E AFEO|H 74X{ Qlofof & LCt ol ME2 2-E = gigLch

|IEEE 802.1Q(Dot1q/VLAN) Ef 1 offset/dot1g-in-clear= &£ 3} E HO|Z2E Q|f 2 VLAN E{2E Of
&st= Ol X|HEX] et &Lt

VAl
OH
N

LB, D& AZH|M MACsecE Fdet7| ol ChS 2 &S 2= sfok gfLCt.

« MACsec 7|01 AF2%& CKN/CAK A&

0x
Q'I_l
x
FO

IS EE T T E AE5t0{ A2 OHE £+ UESLICH A2 the section called “2ZH|O|A EF2E +

= .
- E JEJOH MACsec& X|#st= ClHFO[AT} {040k B LICE.

HL

R |

Pl
l'

1>
nE

]

(%)

@

M

_l.I_

=7

(]

-

ful

g o4z 72



AWS Direct Connect Add a permission2|

- 2[4 7= O|o|H EE & XMSst= 256HIE MACsec 7|2t X|2ELICEH

LAG

CH2 2F AFE2 Direct Connect &3 ZA 2 &(LAG)& MACsecH &=36X|= o =20]| ElLcH

« LAGE MACsec &= 3IE K|35 MACsec X3 M HZAZ F4JE|o{oF §LIct.
« LAG Lol 2 & A2 SUE CHHEZEE 7HX{0k 5t MACsec2 X|gdatioF & LICt,

« MACsec 742 LAG L 2E 40
« LAG A1} MACsec E35tE

=
« ANEX| 2E LAG 2 I 0= B MACsec 7|8t AL E &= QU&LICEH 0421 MACsec 7|E X|& 5t
{2t

£ 7|52 2% 7| IA S0 gk ArSELCH.

4% AFS L7 HEH AY2 &Y 221M AE L= LAGHIM MACsecg AI8E + U&LICH &
U2 M HAZEN SUotX|P, LEL] T8 API/SDK ZE S AF8sto S~ ELICH

Direct Connect = AWS Identity and Access Management (IAM) MH|A 9478 2382 AFSFLICH
HIA 044 A2 2 HAZHE 138 Rl IAM & ILICH Direct Connect. A{H|A 917 &2
M AR 9| Direct Connect 5tH AMH|ATL AFERHE CHAISIO{ CHE AWS MHIAE S &5t O ER
5t R E HES ZEELICH ERE HEtg 8522 ’_‘7P3 LZIQJt o8 2 MH|lA A dE S o

t o] M2 Direct Connect Ho|5tH, &

=0 = T O
Direct Connect & M%jgt
&LICH Xo|E Hatof= Alg| K%M

0
r
_|T'_

fir
o
E

>.

0
.I.I.

\I

.I.L

O
moll

>
S

o)
ot

I r_o'l_l
rm o2 mo m»

2

o

2| Holz|X| f2 §F Bt 5 =
o st x4%0| Z3HE|H o
section called “AH|A 2473

-1“—9:. Dlrect Connect I
cr% IAM QIE{E|of 4738 4 Q& LICh REMIEH LIBE the

|_.|'E 19 >
M
o |

12
ok
Jo
mo T
l]>|'
|'>I
9'|_|
>
:
to

r

MACsecO| A At

O
:|o

8t CKN/CAK = 1124 Atg

AWS Direct Connect = 2122 = LAGs2t 21Z85I= A 3] 7/0ll AWS ZE|-& CMKsE AHE &
L|C}t. Secrets Manager= AR 238 CKN & CAK M€ A3 3! ZEIXIe] RE 7|7 5 3516HE Al
382 XEELICH KEAMIBH AL 2 AWS Key Management Service 7HgtXF LA o] AWS £ 2| %
CMKE &#Z3tM L.

ro 3

LAG 73


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys

AWS Direct Connect Add a permission2|

MEE 7= dAY 217] HEO0|X|2t AWS Secrets Manager 2& &= APIE AF83104 7~30 AHA
E olofe & QU&LICH AKX E ol|efst™ CKNE eiE & g2, 0[= Qs HIER T 2AZ0l| IS 0Ol
AP

= = ’
2 =+ Q&L o] 32 ChExt 22 2ol HEELICH

. HZ0| EF MEQ AL dZH0|AM CKNe| 944 &Lt

o Q10| At 7t 8t MENQ B 01 AQKto|A olHIYUE L 2ILICt 302 O|LHol| ol =XIT F|6t
x| etom e4740) A CKNC| @4Z20| Z2o{ ElLC}.

A0l AM OFR|2 CKNC| Q142 21 A &5 5 REE "HtE Al 453512 MASHH ZHEtA {2 i

==
2 &4g Ux|st7| fIs =& "should_encrypt'2 MEELICH

2 Direct Connect 2120 A MACsec AF2 A|ZEHSH7|

Ct=2 1} 22 EfA 30l M= Direct Connect & 2440 M AFRE MACsec A E Al&H5HA ElLICEH

MACsec A8 AlatsteiHt T8 o1z BHE m o] 7I5 #of #Lich
(ME ALED) 2EHA!: 213 EH 2E (LAG) 44

O|B3HE 25 02 HZEE A8 ste B MACsec2 X|HSH= LAGE BHE += /JU&LICH RHAlEH LIS

o
2 MACsec 1124 At & LAG Y& E HXSHMR.

MACsecE X|Hst= 914 = LAGE dd8t F0l= CKN/CAKE 21201 sl oF & LICH REAIEH LY

82 CS & otLIE BEsHAR.

« MACsec CKN/CAKE QiZ0] o122
« MACsec CKN/CAKE LAGSt 242

ATHA: 2Z2|0|A 2tRE 74

MACsec &% 7|2 2Z&|0|A BHREE UO|0|ESIM L. 2= 8|0|A 2HE{2} Direct Connect 9|
O] MACsec 22t 7|7} & x|a{oF EfLIC AIM|EH LI EIRE 74 Tt CIRZE EHEE R ESHAA]
o

—_—

&g A M MACsec AlZ3t7| 72



AWS Direct Connect Add a permission2|

SCHA|: (AMEH AFEH) CKN/CAKSF 9474 = LAG Zto| 47 A A

METOR CKN/CAKS 7 i LAG 7 91732 MHE 4 AUBLICH A7 MHstH o8 5 3t

i |
HE & X5HAIR.

-

« MACsec &% 7|2} 943 AtOo|2] 42 E NI HELICH
+ MACsec &% 7|9} LAG 7+o| HAZAE M AHELICH

CKN/CAKS} 9473 = LAG 7+ 947 | A 75



AWS Direct Connect Add a permission2|

Direct Connect & 4l S AEl o474

Direct Connect £ AF235lH HIE 232 Direct Connect ¥ %| & stLt ZHo] M2 HEQI3 42 MY

g & A&LCH

pal
oo
%
my
m
e
!
g Y
A}
%
Y
[l
M
E
E
o
%
Y
°
r
_|j|_
Io
@)
o)
Q
Q)
(@)
>
>
D
Q
rH
113
®)
—
kA
rr

= I_o-l A =
LICI o2 dZdg EEHWL&'%PE AWS Direct Connect IFEL{ T2 1240 ¢d2t5t0{ S AEl o4
2 Q™ELICH REMEE LY SAEI I EHE EERSHAAIR
ZA

« XL Direct Connect 2422

=
« 5 AE! Direct Connect 9124

« Direct Connect 1238 AtA]|

Direct Connect 9123 H|0|E

Direct Connect @14 M|E HE E 7|

X2 Direct Connect &4

2

2 0142 MM Direct Connect 5t24H Ct ME 7} T ghLCt.
Direct Connect location

AWS Direct Connect IHEL{ T2 124 0| o} E149} 3124504 Direct Connect 2| %|2} C|0|E{ ME],
MFA = S22 0|M 4 ZHo| HIERIT 328 MYHE £ J&LICH O|E ZIEL{E SliE X
ot Z2 Al Lol ZZAH 0| B2t M3 E =% U&LICH RMIEH LI 2 Direct ConnectE x|
St= APN IFEL{E &AM,

EZE &

7Hs 8t Zt2 1Gbps, 10Gbps, 100Gbps ! 400Gbps&IL|C}.

gl
0l
5%
[
<
»


https://aws.amazon.com/directconnect/partners
https://aws.amazon.com/directconnect/partners

AWS Direct Connect Add a permission2|

017 QM MAE Sols EE 4T E HEY £ UALICH ZE ST 8 WA M 1S Ay
5t T AdsHOF BHLICE

173 DHHALE AL 8H7ALE 2EHAl HZIS MAIst0] TS MAY £ UBLICH 947 DHHALE ALS 3
M =R HE A ALSS0] TS MHY 4 BLICH MBS XS MAE B Ol HHALE
AB3HE Z40| B4 LICH HFTHH Classic® AHS 5104 B ol SHLHA 4742 MAE £ UALICH o
Zg F7tsteis 71E 480l oln| 2= B2 BeEHAIR ALSsHe 0l EALICH SB A¥H s
Mg 2T AT ATOIM LAGS Y HHS MAY £ AUALICH HUS LAGS HZsHE BL
LAGOH RIHE 4Tt SUst ZE &= U /XIS AHS5Hod 20| AL

HAE QHESHLCIRREEE 4= = LOA-CFA(Letter of Authorization and Connecting Facility
Assignment)& A3 3stHLE FI7F HEE Q5= O|HYUS EUW ERILICEH F71 HE eFS8 2
722 7 o|LHol| Z|Al5HoF BHLICH T3 K| oo™ 40| AMM|EILICH LOA-CFAE @1Zoi CHst Het
AWSE040|0H U ES|3 SZX7t Wit AZEE FE5te Ol EQELICH 3iE Direct Connect | X|0f]

=
SHI7t gle B2 oY fIRlolM XY WAt HEE FEE + &LICH
CHE2 & AZEM AL E + U= HUYULICH

0178 DHEHALE AL 504 9170 A

e Classic 9178 M4

- the section called “ 912 M2 HE E7)’

« the section called “?1Z2 AO|0|E”

« MACsec CKN/CAKE @1Z0f ¢1Z

- the section called “MACsec &5 7|2t 44 Ato|o| ¢4Z S AMAHE LI

« the section called “©1Z3 Arx|”

CHE oiZe B o172 AMal¥ 4 U Y3 TA IB(LAG) it M8 oide £t 4 sl
CF. KEMIEH LSS 91722 LAGO] 94 EHelg B atMR

HES gt 2ol= H=2 & Zeto|s! AWS E|AA0i AEE THY QB 0|AE HEELICH XHA
g U822 7ty ClEm oA 2 S AR 7HY QIETHO|A EHHE HESHAAIR

Direct Connect | %|01 &H|7} 9= ZB<S THX{ AWS Direct Connect ZtE L{ T2 124 0| AWS Direct
o

IE
Connect TFEL{0|H 22|5tM L. RtA|Et LI 2 Direct ConnectE k| 5l= APN IIEL{E & Z5HA|
(@]

.

MAC E2HMACsec)2 AIE5tE Q1242 DIERH HZE UET| M A 27 AIE 2 AESHAIL.
KM LH& 2 the section called ‘& 214 E {8 MACsec A 7 BHlE & XSHAAIL.

Mg H4 77


https://aws.amazon.com/directconnect/partners

AWS Direct Connect Add a permission2|

LOA-CFA(Letter of Authorization and Connecting Facility Assignment)

Ct2 Z =8 LOAOIE AWSOIA & 28 LOAL| T A8 CIX|E Mt {027} A&LICH LoA
o| CIX|™E ME ! H{E{ot3 ILICt PDF E A= CIXIE M3 E{0t3 & E 75104, Direct Connect
AOIE O] AlE ME X7 =8 E|7HLE AL7[E0] = LOAO et ZX[E FIotX| Rt F “*II*L—IEP

CIX|E ME2 PDFE Y1 ME midE AESI Q5 + J&ELICH REE EMolE ‘MEBol &

2ot MEBo| HEE ol EMTE +EEX| G dS0l ZAIELICH KIE{0HZ0|M=E LOA EE 7<._*7<1|01I

g E x| ot AEBMETE AZFH0[X|EH Eoto] R X=X = MEE x| 22 BrSEL|CH

90 0| X|LtE 4Z0| E[X| eI LOA-CFA7} 2 E[X| 82 E%, 10 Fof ZET} ot Elct=s 23
OlHYE ELHERILICH F7I2 10 O|LHo| ZEE Ed3tetX| RotH ZEII AS2 2 AN L2z
ZE A9 Z= HMAE CHA| AlEfsi{of gfLICH

LOA-CFAE CI2E2Est= HHE= LOA-CFALCIZEZE AMg HESHAM L.

FO
o
[=
sl
rok
pal
=
ro
L
oo
ro
O
]
Q
Q)
(@]
>
-}
D
o}
FO
od
fjo
2

A ZSHAA|2. LOA-CFAE AL Z 8t &
ofS 2 AFRRITE TH HZ2 AMIBHOF BLIC RFAIEH LSS Direct

|

« 9374 ObHALE A8 3104 Direct Connect T8 @17 MM

« Direct Connect Classic 9172 M 4]

« Direct Connect LOA-CFALCIRECE

« MACsec CKN/CAKZ Direct Connect 912301 42

« MACsec E 2t 7|2} 243 7+9| Direct Connect @14 X[ 7

LOA-CFA(Letter of Authorization and Connecting Facility Assignment) 78


https://aws.amazon.com/directconnect/pricing/

AWS Direct Connect Add a permission2|

12 OlEHAIE AF2 5109 Direct Connect 12 9473 M A

x

O MMoM= 44 OFHALE AL8dtod 4SS Bt = Yol Chs

= 3 AHEEFLICEH Classic Connection €3
A2 MAI5IE{™ the section called “2EHA|: Direct Connect M2 2472 @2"0| EHAHIE 2 X HAM|2.

1 DAL S st

rir
0%
It

1. https://console.aws.amazon.com/directconnect/v2/home0i| A Direct Connect 2£& & iLIC}.

2. EHAMEFHOM ALDS MENE OIS 4 Y MEiELICH

3. F ErE7| Ho|X|e A4 =M RE0I|AM AZE DtHALE MEIEFLIC

4. HERZ HZAo S & MHELICH S &2 o3 3 stz 2 = U&LICH
S
. g2 2o
. THerEh AlE
O| S =& of Cie M XtAMIEH LI 2 the section called “AWS Direct Connect = #4121 T
J|E'g(B) #EAL

5. CtES =gt

2 220l Aol =

Q
)
19
I
N
Pal ]IHll
1
kO
_QE
[

&l Direct Connect /| X|& E=HE CHE 54 ]
A

o
°
jt 278 MBSHE MulA BERHE M
=

A
=)
x
e I
[
(=)
[

=

w2
=Xt

o
>

Hil x| F Hl @ %[0l A 2ZdEt Direct Connect & ME4SH CHZ
BHSI T O| F HHml %[0l A Q4o CHt A NMBsHE M|

> n

OH TE
i

d. (M= ALE) A2 28 MAC E2F(MACsec)E T/d&LICH F7 A0l A MACsec K| ¥

x x
o

5t CHAZ 2 MEHEFLICH 1Gbps~400Gbps™ & LICH.

x| MH|IA 3SXHE =5t 10|

H

El
=N

xE

79


https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect Add a permission2|

7|& i3 & M7Hsted™ e & MEfe ChE Bl M7HE MEELICH B E Hlo{ Rl =

8. HWE X MM mo|x|ofM A & QlgfLICt o] Ho|X|olE ZE ASoi CHEr ofl & B3 =7}

HOolH d& 23 EAIELICH
k=2 E
=

9. “%4(Create)= ME4FILICE.

10. 52IMet A Al HIE(LOA-CFA)S CIRZESHAMA|2. REAIEH LI 2 the section called “LOA-

CFA(Letter of Authorization and Connecting Facility Assignment)’ (&) & X 5HA| 2.

s B8 8

of

Q'I_I
-
i
>
oo
o
r
o

 create-connection (AWS CLI)

» CreateConnection(Direct Connect API)
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 describe-loa (AWS CLI)
» DescribeLoa(Direct Connect API)
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 associate-mac-sec-key(AWS CLI)

» AssociateMacSecKey(Direct Connect API)
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» DisassociateMacSecKey(Direct Connect API)
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= & Equinix TY2 https://digital.equinix.com/AWS-Direct-Connect Equinix0 & 2|3t
Me.

NEC Inzai, Inzai NEC Inzai(connection_support@ices.jp.nec.com)oll £ 2|5tAM|2.

=
INLICHE )

Location KHEE ¥stes WY

Eg| 5L A, 250 Front St W, product@ca.telehouse.com0l| 2|5t AA|2.

Toronto

Cologix MTL3, EEE[|& sales@cologix.com2Z Cologix0l| E2|5tAMIL.

Cologix VAN2, EH3H sales@cologix.com2 Z Cologixl 22|stM| 2.

eStruxture, EE 2|2 eStruxture0l| £ 2|(directconnect@estruxture.com)st&A|2.

OtA[O} EHB (=) o7


mailto:nxtops@nextdc.com
mailto:at-sales@attokyo.co.jp
mailto:vicky_chan@chief.com.tw
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S=(H0|E)

Location
CIDS Jiachuang IDC, H|O|&
Sinnet Jiuxiangiao IDC, H|O| %!

GDS No. 3 Data Center, 45t
o]

GDS No. 3 Data Center, A7

3P

Location
Industrial Park IDC, ‘2 A}

Shapotou IDC, ‘2 Ak

SHEZIIFEE)
Location

CE Colo, Prague, Czech
Republic

DigiPlex Ulven, Oslo, Norway

Equinix AM3, Amsterdam,
Netherlands

Equinix FR5, ZTH I ZRE

A
-
18

¢S 2 Wy

dx-order@sinnet.com.cn0ll 29|35t &A|2.
dx-order@sinnet.com.cn0ll 29|35t & A|2.
dx@nwcdcloud.cnoll 22|35 &A|2

L

HUE 2usE Uy

_,_
1

dx@nwcdcloud.cn0l| £2|&t&A|2

[0

dx@nwcdcloud.cnoll 22|51 Al A

CE Colo0il 2 2|(info@cecolo.com)st &AL

DigiPlex0i £ 2l(helpme@digiplex.com)at &l A|<2.

https://digital.equinix.com/AWS-Direct-Connect Equinix0 & 2

M.

https://digital.equinix.com/AWS-Direct-Connect Equinix0l &

M.

ot

o|5t

EEIES)

98


mailto:dx-order@sinnet.com.cn
mailto:dx-order@sinnet.com.cn
mailto:ddx@nwcdcloud.cn
mailto:dx@nwcdcloud.cn
mailto:dx@nwcdcloud.cn
mailto:info@cecolo.com
mailto:helpme@digiplex.com
https://digital.equinix.com/AWS-Direct-Connect
https://digital.equinix.com/AWS-Direct-Connect

AWS Direct Connect

Add a permission2|

Location

Equinix HEG, &4/ 7|
Equinix MU1, 2%
Equinix WA1, HF 2 AFHF

Interxion AMS7, 2 AE|2E
Interxion CPH2, Copenhagen
Interxion FRAG, T3 FZE
Interxion MAD2, OIEE|E
Interxion VIE2, H|L}
Interxion ZUR1, #|2|5]

IPB, Berlin

Equinix ITConic MD2, O+EE|

=

E—I(o|.oIE'_H|:)

(@)
B =1

Location

Digital Realty(UK), T 2= X

Eircom Clonshaugh

Equinix DX1, Dublin

https://digital.equinix.com/AWS-Direct-Connect Equinix0i| & 2|3}
M.

2027 7 X BE. M HAES A E = QI&LICH https://
digital.equinix.com/AWS-Direct-Connect Equinix0ll 22|35tMI2.

https://digital.equinix.com/AWS-Direct-Connect Equinix0| & 2|35}
NL.

Interxion0d| £ 2|(customer.services@interxion.com)st & A| 2.

Interxion0i| 2 2|(customer.services@interxion.com)dt & A|2.

Interxion0i| 2 2|(customer.services@interxion.com)dt & A|2.

Interxion0| 2 2|(customer.services@interxion.com)3t & A|2.

Interxiono| 2 2|(customer.services@interxion.com)3t & A|2.

Interxion0 2 2|(customer.services@interxion.com)3t &/ Al 2.

IPBO| 2 2|(kontakt@ipb.de)st A AL

https://digital.equinix.com/AWS-Direct-Connect Equinix0i| & 2|3t
M.

Digital Realty(UK)(amazon.orders@digitalrealty.com)0d| & 2|3}
&AL,

datacentre@eirevo.ie2 2 Eircom0i| 22|35t M|2.

https://digital.equinix.com/AWS-Direct-Connect Equinix0i| £ 2|3}
M.
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Location

Equinix LD5, HE(&EIR)

Interxion DUB2, HE Zl

Interxion MRS1, OF2 M| &
S2(Yate)

Location

CDLAN srl Via Caldera 21, &

A

Equinix, ML2, Milano, Italy

_IC_DI_E(E L__)

—_ -

Location

Digital Realty(UK), =2z =

Equinix LD5, HE(&2+2)

Equinix MA3, BH&{| AE

Telehouse West, ZHH

https://digital.equinix.com/AWS-Direct-Connect Equinix0i| & 2|3}
M.

Interxion0d| £ 2|(customer.services@interxion.com)st & A2

Interxion0i| & 2|(customer.services@interxion.com)3t & A|2.

CDLAN(sales@cdlan.it)ol 22|35t & A2,

https://digital.equinix.com/AWS-Direct-Connect Equinix0i| £ 2|3t
M.

Digital Realty(UK)(amazon.orders@digitalrealty.com)| & 2|5}
AA|Q
= .

https://digital.equinix.com/AWS-Direct-Connect Equinix™| & 2|3}
M.

https://digital.equinix.com/AWS-Direct-Connect Equinix0 & 2|5}
MHL.

Telehouse UKO| 22
o

i —

|(sales.support@uk.telehouse.net) 5t A Al
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sH(m2)

Location

Equinix PA3, I} 2|

Interxion PAR7, Paris

Telehouse Voltaire, Paris

QHLS

i
i

Location

Interxion STO1, ASEE

R

u
ol

Location

Equinix ZRH51, Oberengst

ringen, Switzerland

olA 2t (RotH|E)

Location
MedOne, 50|}

EdgeConnex, s 2& 2|0t

https://digital.equinix.com/AWS-Direct-Connect Equinixl £ 2|3}

M.

Interxiond| 2 2|(customer.services@interxion.com)3t & A|2.

F9|x H|0|X|& A8 3104 Telehouse Paris Voltaire ol £ 2|3t All
O

Interxion0i| 2

(customer.services@interxion.com)st & A|2 .

https://digital.equinix.com/AWS-Direct-Connect Equinix0| & 2|5t

M.

=x)

X

o

MedOne0i &

N

_,_
o

st WY

9|(support@Medone.co.il) 5t & A| 2.

info@edgeconnecx.coml 2 EdgeConnecttl| 2

Jo

H(m2l)
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Middle East (Bahrain)

Location

AWS HI2|?! DC53, ot tof

AWS HI2|Q! DC52, Ot tof

&S (UAE)

Location

Equinix DX1, Dubai

Etisalat SmartHub Data
Centre, Fujairah, UAE

=OotH2ZH Y T2 F)

Location

Cirion BNARAGMS, £0{=A
ofo|RA

Equinix RJ2, 2l O|Xt4|0|F

X|edo| HELQIT 224 IHEL] & 3t
™gLIc O3 ChE AWS Support

3 Z2XH2| LOA(Letter of Authoriza
X[ M At H4AE AWS 2t =B L

Lot #24 0F04 % E='
Center® AWS &3l U E
tion)E0l M3 LIt =0l
Ct.

ﬂllo
>

HAS =5tE{H N IEL{ & 5t
Ltot $245t04 ¢S M™ELCH O3 ChE AWS Support
Center& AWS Sdll HHE {3 S=At2| LOA(Letter of Authoriza
tion)E 01| M3 ELICH=0| XM At @1ZEE AWS 2tE L
Ct.

XHel HERI SSA
KB
o

https://digital.equinix.com/AWS-Direct-Connect Equinix0l & 2|5}
M.

Etisalat SmartHub Data Centre(IntlSales-C&WS@etisalat.ae) 0|
O|5tMIL.

cloud.connect@ciriontechnologies.com2 & Cirion0i| & 2|3} All

O

L.

https://digital.equinix.com/AWS-Direct-Connect Equinix0i| £ 2|3}
M.

Middle East (Bahrain)
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Location KHdE2 ¥ste EY

Equinix SP4, Sao Paulo https://digital.equinix.com/AWS-Direct-Connect Equinix0 & 2|3t
M.

Tivit Tivitod £ 2l(aws@tivit.com.br)st &I A|2.

AWS GovCloud(O|= &)

O] 2|HoM A4dE FEE + U&LICH

AWS GovCloud(O|= M%&)

Location 1S 9% 5= Hitd
Equinix SV5, A{L4A| O] https://digital.equinix.com/AWS-Direct-Connect Equinix0| & 2|35}
M.

AWS GovCloud(0|= S5)
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Direct Connect 7}& CIE{HO|A L S AE] 714N OIE{IH|O|A

-
T

Direct Connect 212 At & A|Zt5tEdH Ctgat 22 7Hel QIE{H|O[A(VIF) & StLIE 4d5Hok &L
Cf.

220 7h4 QIEIT|0|A: T{E 2] 7H QIE{H OlAE AWS THE 2 P FAE A8Std 2E M2
Hl

o
HH AT 4 leLic
(o]

« M&E JH4 QIE{m| 0| A: Direct Connect H|O|E 9|02t @12 El 5tLt O 4 2] Amazon VPC Transit
GatewaysOf| HA|ASIE{H S 7Hef QIE{HO|AE At&3Hof B LICH ME 7t QIEHOlAE S
0oi| #[810| 2 & Direct Connect & = SAE 4410 &7 AHEE &= A &LICH Direct Connect
HOIES O] Foi cigt REMIBH LI 2 Direct Connect 7|0|E 90| EHHE & ZFHAIAIL.

IPv6 =45 ALE5H0{ CHE AWS MH[A01 2dZ 52 MH|A DB E & Qletod IPve 4 X[HO0| X
HEl=X] FELIC

82 7H QIEIHO|A MEA T D FA)

VPCs 2! 7|Et AWS MHE|A0M T 2= HER IP F40| TEHE = UTE MEE Amazon H5F
ALE 2ted EZILICH o] @142 &3l Amazon EC2 RQIAEA  Amazon S3, AWS MH|AO] CHEF API €
CZQIE A Amazon.com AFRElE HEZ! P FAQ Z2 ZE AWS HFALo] HMAE 4= l&LICH
H| Amazon T At HAAE = Qi&LICt ol AH& 3= B HFAF S5 2 Amazon VPC AFE A
Bl IP T4 HRAE AWSEHZE M. AWS O] HO|X|o M #A] AHAIE AWS IP 82{2] . json It

LS CIREEEY & JUGLICH HAE P =4 Helel B2

- HEE 7ty QB O|AE Sdll BGPE Sall A £ E HFAE AWS IP T4 He| S50f LtgE A
1t H|mstod EA 7L &7l shME = U&LIch

« XAl IP 2A(BYOIP)E AWS S8lioll 7IME ZE IP T4 HRE mpoi| =& E[X| of K|
0474 B

= AWS 04T15] 22 7H4 QIE{T0|AE S5 ol2{3t

+ AWS £ Direct Connect I{= 2| 74} QIE{H|O|AE Soll +AlE 1 HFALE 2/F HESI=ol
Al LE[X| et&LICH AWS. THEE| T QlE{H|o|A 0| F T E HFALE AWSS| 2E T Z0i|H EA|

ELCH.

HEE] 714 QIEIHOIA A5 A B 1A 104


https://docs.aws.amazon.com/vpc/latest/userguide/aws-ip-ranges.html
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(@ Note
UE HMEFAM &54l5t= EREE Mo{ste{H™ (THZle| HE/CHA FAE J|Ro 2 §H) &
st WEE M85l 40| E&LICH
B! 220 CHEt RFAMIEE LI 2 the section called “T{E 2! 7} 4 QIE{T|

zzto| EEe S 7hy QEmOo|AE BFEE F2 SiteLinkE AFSE + U&LICH

SiteLink= AWS U EQITE S5l AL
Connect PoPs(ZA x| 7hol 42
Connect 7|S&IL|Ct. O H| 5tH EeH
E Sdll 2xd0lA HEXHIE 48T
Connect SiteLink& & Z3IM| 2.

Stt 2|tk B2 E AHE504 SYUEH AWS THE[M 9| 5 Direct
A= ZELO|E! 714t QIE{HO|AE ?|Ft ME%] Direct

12 Z|IME S 2B E 2R H0lAWS 2EH HESI3
A&LICt SiteLinko| CHEH XEA[EF LH& 2 Introducing Direct

4y N

mﬁ Im ﬂl
-I>

@ Note

- SiteLink= AWS GovCloud (US) & &= 2| M AISE = gi&LICt
. 2up0|A 2FE|7} 048] 7}AF QIE|H|O| A0 SUSH HEZE AWS 0] L T|= AL
SiteLink 7t & S5t X| et & LICt.

SiteLink Al&0l= = 2| 2 F0| £HELICH XM LH& 2 AWS Direct Connect 228 H X SHAIL2.

SiteLinke ZE 714 QIE{H| 0|
0iEE HoiFL|Cl.

I>
02':
jo
A
o
Q'I_l
A

of&Lict COhS Elol=2 QlE{molA T X|#

7t QlEmHo|A R X HE/R|H=X| k&
M& 7hd elEmo]& X|HE

7tAF HO|EQO|7 1 Direct X|HE
Connect HO|E9f0]of @12 E
7H4F Z2tol8! Alo|E9 0]

SiteLink 105


https://aws.amazon.com/blogs/networking-and-content-delivery/introducing-aws-direct-connect-sitelink/
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7te QEm oA /8 K| HE/R|H=X| k&
7t HOIEH Ol EEE MSE X|HE

HO|EH Ot AAELX| ot
Direct Connect H 0| E 2| 0]of|
QiZAEl ZElo|Y! 7hH4 CIE{m|

(O] S

e HOIEH oo AZE = X[HEX]| AS
etole! 7t QIE{H o[ A

Zztol8! 74 QIE{m|olA INF=LIPN =)

SiteLink X|¢ 7t4 QIE{H|O|AE Sall AWS 2| (7te E£= TS HOIEQO)IM 2= 8|0/A X2
O|S5t= EclTlol CHE ERE 2RE SE2 AWS B2 MS A7t 9= 7|2 Direct Connect 714 Q1
E{H| O|A S&f ot oF 7t CHELICEH SiteLink 7t #43tE[HO| 7H4F QIE{H|O|A = HAZAE 2|TH0] &A1 0]
Direct Connect 2|x|0 M AS B2 Z0|7t Cf 2 BGP B2 & AWS B[ M3 LIct o & S04, 424
Z! 2|2 Z Direct Connect ?| %[0l CH3H & T EILICH SiteLink 7t HIEH3tEl Z<¢ CHE 2™t A4
Zl Direct Connect ?x|2| 2t RE{7} AS B2 ZO[7I W2 ZE2EE 10 AWS Z|TStHEE 7|2
2 7t& E= Transit Gateway0ol| A E0{2= E2|Z2 sHE 2t 212 E Direct Connect %€ MZEL
Ch. 74 e = TS HO|EQ0|E 04715 22 Direct Connect x| HAEE 20| ZR2E MEEL
CH AWS 2.

SiteLink= 714 QIE{H| 0| A o] et =|cH ME Z | MTU 27|21 8500 EE&= 90012 K| &L
C. REMIEH LIS = 2ol 714 QIE{H|O|A EEE FE 714 QIE{H|O0|A0f CHEF MTU EHA
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Resource HeHE

Connection 74 CIE{H|O|AE MM 35tE{= Direct Connect @122 L= 33 &A 2 &(LAG)
Lct.

Virtual interface  7t4 QIE{m|0|A Q| O|& &ILICt.

name(74& 2IE

Ho|A O|8)

Virtual interface ~ CHE Al'E 2| 7t QIE{H|0|AE Y st= B CHE AWS HHe| AE ID7F 2

owner(7t& @I  EfLICEH

Ho|A AKX

(Zchols! 7t S AWS 2|9 VPCO| @145t E2{™ VPCO| 7t4 Z2to|8! HO|EL| 0|7t

QIE{Ho|AB &  EHREL|CE Z2tol|H! 7t QIE{m0|AE 7t Z20[8! H|O|E|O|(Direct

=) Connectio Connect H|O|E®{|0| gi1Z)0i 2% 1Z8tH BGP Ml4A2| Amazon F0{M 7+4t

n(®iZ) zeto|8! Ho|ESolol TE ASNS AFSErL|Ct CHAl Z2to[8! 7H4 QIE{H|
O|A & Direct Connect H|0|E || 0[0f 212235t Amazon &0 A{ Direct Connect

HO|ES0|S] ASNS AFSELICH 7t4 Z2t0|8! HO|ERQIO|E M8 M 1R
gt Z2to|H! ASN2 X|HE = J&LIcH 2 K| 2™ AmazonO| 7|& ASN
2 M BeLict RIS LI 2 Amazon VPC AFER MREAM o] 714N ZlolE! A
O|E9|o| MME EHZE3&AI2. Direct Connect HIO|EL0|E E3&H VPCO|
24 5t24H Direct Connect H|O|E 0|7} B BHLICH RHA|EH HE = Direct
Connect HO|EHO|E FHZEFAAIL.

(@ Note

7tAF OIE{H|O|A S| 1 ZH HO|E 0|2t 714 HO|IEYH
Connect HO|E 0|0l ST ASNS AF2E £ Qi&LICt

042 7}4k OIE{H|O|A O] S Ut 1 ZH 7HO|EY 0| ASNE AlR2E £
U&Lct.

042 7}4k IE{H| 0| A= ME CHE Direct Connect 942220| 5801 ZA
2. SUst 714 HO|EQ 0|/Direct Connect HO|E Q0] ASN 2! 11 ZH
HOIEH O] ASNS 7HA £ l&LICt o A:

7H4 ClE{Ho|A B A 107
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Resource e y¥E
7t&k HO|E QI OI(ASN 64,496) <---7+4F QIE{H| O|A 1(Direct
Connect 1Z 1)---> 1174 H 0| E|O|(ASN 64,511)
7t4 HO|E 9 OI(ASN 64,496) <---7}AF QIE{H| 0| A 2(Direct
Connect ¢1Z 2)---> 11 ZH H 0| E|O|(ASN 64,511)
VLAN A0l M ot & A& S0 otl 18 VLAN(Virtual Local Area Network) Efl 1
QlLCt Zt2 1~40940|1 Ethernet 802.1Q EEE &8l{ofF ELICt Ol EjaE
Direct Connect 21242 S1tst= EciToi| 2 efLict
SAEI AHAZH0| Qe B AWS Direct Connect IFELH7}0| 2t AE2&Lict. 7t
& QIEHO|AE HME Fol= 0| 28 =HE + glgLct
tef QIEfHO|& Ee & 108
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]

Resource = Me
IP198.51.100.10 01 198.51.100.0/24 & A&t AWS I|0d

IP198.51.100.20 OE AtE& £+ U&L|Ct.
LOA-CFA H&t 5049t &7 AWS Direct Connect IHE L] EE&= ISP7F &
St 1P HL|C).

AWS XM ZEl /31 CIDR. AWS Supportt] £2|5t0{ I{E 2| IPv4 CIDRE
LHESFAALAEIT ofH AR A2 LHESEX| LEHFAHL)

(Z2o|H! 7HAF QIE{H| O] A BF SHE) AmazonO| A AF CHAI Z 20| H!
IPv4 TAE Mg = &LICH 2 X|HsteE 42 2H<E QEH 0
2 3 AWS Direct Connect QIE{H|0|A0{ 2t = 2t0[5! CIDRE X|%5Hof
ZLICH ol & E0{, EZ HEXHIMLCIE IP FAE XI'H5HX| 0N 2.
HE2| 7t4 QIE{HO|A Lt OtEHIEX|Z Z|0of IP2F AWS BHRE] I|of IP
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A40{0F BLICt Z2t0|8! ASNE AtE5te B9 AFEXE X|H ASN 72 B
g = A&LICH 16H|E ASNS| B2, /2 64512~65534 B 9|0{0F & L|C}.
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E{H|O|AE 2[5 Z2tO|H! ASNZ2 AE3tE B AS(AtE AlAH]) MF0{7t
&6t K| et&LCt
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& 7H4 QIE{H|O|A Q] MTUE 1500 EE &= 8500(ME ZH) Y &= &Lct QIE{Ho|AE BHE [ &
£ OE ¥ UHIO|EE I MTUE XIHE = U&LICH 7HA QIE{H0|A S| MTUE 8500(HE ZaY)
= 9001(HME ZH)E MESHH, ME ZoS XIHESE HO0|ELIX| 2 2 7|2 22[™
AR YOO|EE = U&LICt ¢1ZEE YO|O|EStH A0 #tHE 2 E 7 QlE{H|o|A Q| HE S
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g 2 M=
5. Public virtual interface settings(EH= 2! 74 QIE{H|0|A A7) of2Holl M CHE 2 =& & L|Ct.
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« create-public-virtual-interface (AWS CLI)

» CreatePublicVirtuallnterface(Direct Connect API)

Direct Connect Z2}0|8! 7} & QIE{HH| O|A A

Zotol|8! 7H4 QIE{H O|AE Direct Connect 41 S 21T 2| 714 ZE0|8! HIO|ES|olof =2
HIMEE &= U&LICE Direct Connect HO|EROlof] Z2t0|8! 714 CIE{H|O|AE ZEH|X{Hsl= &
2of| CH8t XEM|EH LHE 2 MME A X3t M|2Direct Connect 0| E [ O].
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HEZ dZo MTU(XICH MS Hel)= A2 S TEE &= U= 8&l= 20 2 7(2| A 27|
(HHOIE)ULICH ZEtol8! 7hat QIE{H 0]A 2] MTUS 1500 S = 9001(HE ZH)Y 4 QlaLich &
& 714 QIE{H| 0|A 2] MTUE 1500 EE &= 8500(ME Z B2y & Ql&LICH QE{Ho|AE PHE ) &=
= BFE ¥ YOIO|EE I MTUE XIEE = JU&LICH 7t QIEH0|A S| MTUE 8500(HE Z=aY)
=900 (HE =) d-stH, ME oS X[ =5 Uo|o|EL|X| 22 42 7|2 =2H
AR UO|o|EE = U&LICH 1A E YUO|O|EStH 420 fHE 2 E 71 QE{H|o[A o] HE R
3 1Z0| z|cH 30x St SEELICH 4 = 7H4 QIEEO|AT7 HE RS2 X[5t=X] =elst
24 Direct Connect Z2&0| M siE &=2 MEistT of Mo ME =8| 7ts2 #&Lct
VPCO{| Z=2to[t! 7t QIE{H|O|AE Z2H|X{'d5tEd™
1. https://console.aws.amazon.com/directconnect/v2/home0{| A Direct Connect 2& 2 JL|Ct.
2. B Fo|M 7te QIE{HO|AE MEHFHLICY.
3. 7t elEmolA MdES MEIRLICEH
4. Virtual interface type(7t4 QIE{m[0|A F&) ot2iolAM Z2to|8lE MENFFL|CH
5. Private virtual interface settings(Z2t0|8! 7}4 QIE{m[0|A &) of2ioi M CtEE =T LICH
a. 7t4 ClIE{H|O|A O|Fol 7t&f QIE{mo|A o] O|F 2 = ErLCt.
b. 217404 M 0| QIE{m|O|A 0] At & Direct Connect 2122 MEHEHLICY,
c. 7t4 CIEH|O|A AR KIS AR 74 QIEH|O[A T AWS HHE Q! B2 L AWS HHES ME4
Llct.
d. Direct Connect Z|O|E9|0[0{| X Direct Connect HO|EH|0|E MEHELICE.
e. VLANO{ VLAN(Virtual Local Area Network)2| ID HHZ & /248tL|C}.
f. BGP ASN2| A< M 74t CIE{H|o|Aof CHEF 2= 8j|0|A 1|o{ 2HRE{2| Border Gateway
Protocol At2 A|AE HEE 2IgrL|CY.
SEB U2 1~42949672942LICH 047]0f'= ASN(1~2147483647) L Long
ASN(1~4294967294) D 5of cigt x|2o] ZEELICH ASN 2! Long ASNOY| CHEF XFM|SH LS
2 0ilM Z! ASN x| Direct Connect& & X 35HAA|2.
6. F7t d™olM Cte2 s=>ELICH

a. IPv4 BGP EE£ IPv6 I|0{E FdstedH ChEE & LICH

7t

4 Zztols! QIEmoj& dd

117


https://docs.aws.amazon.com/vpc/latest/userguide/SetUpVPNConnections.html#vpn-configure-routing
https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect Add a permission2|

[IPv4] IPv4 BGP L|0{& FAI5IE4H IPv4E MEist T ChS S 83}
i

« O|HEH IP FAE AINMoZE X[H5tEd{H AL Xl 2R E Z|0q IPO| AmazonO| EBEE &
SlloF 3t= IPv4 CIDR CHA FEAE Ql2dstLCt.

« Amazon 2t E Z|0] IPO]| AWS(2)E EBHEE MESt= Ol AFSE IPv4 CIDR FAE U
gt

/A Important

AWS Direct Connect 7t & QIE{H|O[AE FE [ RFC 19182 AF&35t0{ AtA| IP F
AE X|™EHSHHLE CHE FA X|I™E ®MAE AFR 5L point-to-point 212 E I8l RFC
39 AWS IPv427 169.254.0.0/16 IPv4 Link-Local 4ol &= &l IPv4/29 CIDR F
AE MEHE £~ QIALICEH O|2f8t ZQIE & ZQIE HZAR 17 7|0|ES 0| 2t*H
9t Direct Connect IEZQIE 7t eBGP L|0{2I0| 2t AF& 3t OF B LICtH AWS Site-to-
Site Private IP VPN EE = Transit Gateway Connect®t Z2 VPC EEHE E= E{L3
2 ?lsi= 12 HOo|EQO| 2t RE{S| F =8 EE= | AN 2IE{H|0|AE point-to-point
HAA A AA E= Y AR ALEStE 20| AWS E&LICH

9'|_-
é
0

« RFC 191801 CHSt REM|EH LR 2 =2tolH! QIEHIo| FA EEHE FHZT

« RFC 392704 CH8t AFMIEH LI IPv4 BIF-2Z FAO| SA 1M XM 2.

[IPv6] IPv6 BGP I|0{& F45t24H IPv6S MEHELICH T|0d |

2 EM XS E Y ELICH AL X|H IPve FAE KI™HE = gl&LIch

Z|cH & BRI(MTU)E 1500(7 |2 210l A 8500(HE Z &) 2 #4454 Jumbo
MTU(MTU Z7| 8500)& MEgL|CH.

(M= AHE) SiteLink & H8t0iA & H3HE M=45104 Direct Connect H& X[ Zho| 2|1 A4
2 gdsterLct.

(MEH ALE) CHIZ of| M CHAIZ 2L S MEHSL040] 714 QIE{H|O|A0 £ MBHT|
Rate LimiterE VIF7} At88 = = =0l CHYE 2 HHE5H0{0| VIF7t S et A
VIFs& 2&5tH BtE= JE YWX|ELICH o] SM2 TS HAZMEH AFSE = U&LICH X
Mgt Lhg2 7t QIE{m oA

(MEd) Ed 22 FIHHHLE MHE £ UBLICH

+ 7l(Key)oll 7| O|§ 2 = ELICH
F

« Ztol 7| 2k =ELICH

tols! QlE{mo|A M 118


https://datatracker.ietf.org/doc/html/rfc1918
https://datatracker.ietf.org/doc/html/rfc3927

AWS Direct Connect Add a permission2|

[El X|7H) Bi2 ol = B MHE M=iErL|Ch
7. 7t QHEmo|a dds MEEL|CH

8. ClHtO|&9| Bt2H T+ EE CI22EELICH RtAE LIE2 Bt2EH 78 It Y
oA,

jul
M0
Hu
N
M
o
jo
ikl

0424
oo

CC
4

APIE ALS3t0] ZEto|! 7h4t QIE{HIO|AE BHEE W

M
rir

* create-private-virtual-interface (AWS CLI)

» CreatePrivateVirtuallnterface(Direct Connect API)
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» allocate-private-virtual-interface (AWS CLI)

+ AllocatePrivateVirtuallnterface(Direct Connect API)
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« allocate-public-virtual-interface (AWS CLI)
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« allocate-transit-virtual-interface(AWS CLI)

+ AllocateTransitVirtuallnterface(Direct Connect API)
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 describe-virtual-interfaces (AWS CLI)

» DescribeVirtuallnterfaces (Direct Connect API)
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 create-bgp-peer (AWS CLI)

» CreateBGPPeer(Direct Connect API)
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 delete-bgp-peer (AWS CLI)
» DeleteBGPPeer(Direct Connect API)
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4. ™E MTUMTU 27| 8500)01| A EstElS MEAEHLICE.
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 update-virtual-interface-attributes (AWS CLI)

+ UpdateVirtuallnterfaceAttributes(Direct Connect API)
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m
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5. Edit virtual interface(7t & QIE{H| O|A HE)E MEASFLICY.
BHES ME5to{ EiOE FI7H E= MHS= &Y

* tag-resource(AWS CLI)
 untag-resource(AWS CLI)
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+ delete-virtual-interface (AWS CLI)

+ DeleteVirtuallnterface(Direct Connect API)
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https://docs.aws.amazon.com/cli/latest/reference/directconnect/delete-virtual-interface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteVirtualInterface.html
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(A& 7t QIE{H|0]4) 7H4h QIE{m|O|A =2f CH5} & Xt0i| A Direct Connect 70| E9Y|0|& A=Y
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* confirm-private-virtual-interface (AWS CLI)

» ConfirmPrivateVirtuallnterface(Direct Connect API)

0424
oo

CC
4

M

HiHH
o H

rr

API

A&

tod

ok

N

_Iﬂ

22/ 714 QM 0|2 B £t

o
rir

« confirm-public-virtual-interface (AWS CLI)

» ConfirmPublicVirtuallnterface(Direct Connect API)
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 confirm-transit-virtual-interface(AWS CLI)

» ConfirmTransitVirtuallnterface(Direct Connect API)

Direct Connect 7}4F @IE{H|0|A Ofo|28|0|M
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® Note
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/A Important
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7t ClE{m|o|AE Oto|z2io|MstEdH

1. https://console.aws.amazon.com/directconnect/v2/home0| A Direct Connect 2& 2 IL|CI.
2. B Fo|M 7te QIE{mo|AE MEHEHLICY.

3. 7te QIE{m|O|AE MEHE CHE HEIS MEfgrLCt

4. Aol CH3H LAG EE= A S MERELICE.

5. Edit virtual interface(7t & QIE{H|O|A TE)E MEHFILIC,

HHE = APIE AL83tod 7ty QIE{m|O|AE 0ol 0|4d5tEdH

* associate-virtual-interface(AWS CLI)

+ AssociateVirtuallnterface(Direct Connect API)
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AWS Direct Connect Add a permission2|

of| CHEF CIHIR E ™5 Al M|04 Direct Connect

M5 AL Mo1E A2 8™ Direct Connect Z2}0|8] L FM& 7
= 2Zh0|A BIRE HFAI = #el" = USLICEVIFs
Connect H|O|EJ0|(DXGW) =& 0| HFA

t
chO[X = M& VIFO| 88 0| HFAE 5L
CH

E{H| 0| A(VIF) AWS 0Ol M

A Mol M oiF 4

2 ro

10
)]
o
N
|0
0%
0x
o
rC
_ITI_
=
vy
[m
My
mjo
>
00

014 Z1 DXGW E0M Y&t 242 AF2ELICE 0]
7F 1,0007H2! M& VIFRF HFAFZF 507021 Z2o[8! VIF
= A MUZIY 1007 HFALC| 7|2 &S AWS XM E8L|Ct

ol ERME
=
o |
i

0 4n X i ot MY oK O

CHS ZEoll= QH2E HF A Mo{e| 7| Xgho| 2 °F=lof & LT

Limit 43

M8 dY HEAM E 5,000(1/10Gbps), 30,000(100Gbps),
50,000(400Gbps)

VIFE Z=|CH & = T2 1,0007H(IPv4 2! IPv6)

VIFE 7|2 g% =4 U2 1007H(1Pv4 L IPv6)

DXGWY & &4 10,000(IPv4 + IPv6 Z&h)

DXGWE %|CH VIF 48 = 30

HEE VIFsE QHI2E HF A Mo{Z2 2tE|X|X| Sf&LICh HE8 VIFsE QH2E H5F A 1,000712]
7|& Mete s R[ELch

T A RI0] &S WAl

Zt Direct Connect T1& 24Z0l= HF At E0| U&LICHO| E2 i HZE| ZE VIFsH| HEBEl= &
QHIRE 2IRE HFAL s=UCH E 37| 2 S of et EetEuch 3AR 440 E2 ot E
L7} 7|2 EC|8 HAS ARSIEE SAR 10| 2|F nZo| g + e E0| R&LICH A
2 iAo MYE Zetols! U ™ME VIFsE DZ0| HFAL HESE 228 = e g g2 o
A Eof| Z&E|X| et&LICh.

HFAAo] 2HE HA 146



AWS Direct Connect Add a permission2|
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® Note
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CreatePrivateVirtualInterface EE&= UpdateVirtualInterfaceAttributes APIE AL
&to{ =|CH 1,000707t x| =3 &= JU&LICH

0174 £ ZF MEA E ME(E 37| U YL K| e £)s AL 742 Qo 240 EAIZX| el
C}.

S AEl JAF OIE || 0| A

S AEIEI VIFs i3t MEAL S22 ALQ| 917Z40| ASKF HIH oA BEIZLICH A 3AE VIFE &4
IPv4 2 IPveoll CHaH Z+Zt 1007HS] MEALE 7|20 2 &ghstod MAE|L|CH M& 9iZdo| He %7| &
20| 9473 Zofl A RFZEILICH 2 AIKFAWS HIE 0| 3AEIE VIFE 42HstH o4Z740| AQX HX0| &
AEIE VIFO| MEA ST 2 RYE & QlaL|ct

LAG MFA E 7tEEIY 149



AWS Direct Connect Add a permission2|

- HEA B

rk

=

« Direct Connect &&H2F

« Direct Connect 70| E 90|

ESTIEIESN 150



AWS Direct Connect
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Direct Connect 7}&F CIE{IH|O|A0f CHEl T AF &S 22|

Direct Connect @122| Zt 7t4 QIEH|O|A 0| EHE QHIRE 2IRE HFA =8 BHElE = A&
Ct. AWS Management Console AWS CLI, == AWS SDKs AI83t0{ 4Z90| MFAI E2 21, 74

QEH oA HFAME €Yot 2t 2F A0l HEEH &Y S ZHELICH

/A Important
74 ClE{H|O|A Q| LE{Zl MFAL 7t TP E =8 Ztote 82 siiY 7t4 QIE{H0|A 9]
BGP MM2 | F & Ef(BGP DOWN)E HeHEILICH &2 0| 2|48t Hnste{is HFA =03
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« £tM Direct Connect 212 912 L= LAG.
« StLt O|&Fo| ZEIO|E! EE= ™S 714 QIE{H|O|A.

* Direct Connect APIs(directconnect:DescribeConnections,
directconnect:DescribeVirtualInterfaces,
directconnect:DescribeDirectConnectGateways,
directconnect:UpdateVirtualInterfaceAttributes,
directconnect:CreateTransitVirtualIlnterface)E® 3 && £ Q= H
$tdirectconnect:CreatePrivateVirtualInterface.
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aws directconnect describe-connections \
--connection-id dxcon-abcl12345

SCto||M O} ZEE =015t |C}

prefixPoolSizeIpv4 & prefixPoolSizelIpv6- £0| & HFAF £=lLCH.
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4. Y, VLAN & BGP ASN2 EZ #5104 7H4 QlEH o|A MYHE 7 LIC
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6. 7tef QIEmolA MES MEIFILIC

Command line

create-private-virtual-interface B & AFS & LICt CtF o AloMHE HFA €2 AHE504 =2}
O|8! 7h&t QUIEH|O|AE MM EFLIC.
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aws directconnect create-private-virtual-interface \
--connection-id dxcon-abcl12345 \
--new-private-virtual-interface '{

"virtualInterfaceName": "my-private-vif",
"vlan": 101,
"asn": 65000,

"directConnectGatewayId": "d2113d06-a0d8-476b-91a7-8555d9973d12",

"prefixPoolAllocatedCountIpv4": 500,
"prefixPoolAllocatedCountIpv6": 100
} 1
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Command line

update-virtual-interface-attributes &S AL &FLIC}

aws directconnect update-virtual-interface-attributes \
--virtual-interface-id dxvif-abcl12345 \
--prefix-pool-allocated-count-ipv4 500 \
--prefix-pool-allocated-count-ipv6 100
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» DeleteDirectConnectGatewayAssociationProposal(Direct Connect API)
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AWS Direct Connect Add a permission2|

IAM 2182 HICIZI0IA AL R M2, Al IAM ALSRE HEH LAF AT HMA, MR MHIA M2
2 Amazon EC20iA AI#E|= ohEE|70lMol RSELICH RIS LIS 2 1AM AHS MTAMo| T &t 7
Pk

delAas HMAE FESHMR.

(== R

HAME AEsH0] AAMA B2

ARG AWS MAFT A B EE Bl A0] HZ5H0I AWS o AHAE FMofstLich HRE Rt
2 5 BlAA0 7T I MES HOIBLICHE 2ot FAIF Q& 1 03 HAS AWS T
FherLict AWS 2 X EILICH JSON B4 2 Mol Chet LM 2 Lig 2

HAME AHEstod #tE|XtE o EoF FA|7F o{E E|AA0] CHolf 0 R0 HUS sHE + Us
(=3 O

A= X| RIE gL

D 7I8h M IDALS R ALSRF 18 E o180l HZshs JSON M H& 2 MQULict. of2{#t
HMS K7 BHO| £ Y 4 U 5o, CH4 2144 L olof 28t Z74S MofgrLich ID 7|8 KA
S MAsHE WS YoHEEIE IAM ALS MTMolM 12 BElE MO ASAL KIH IAM HE &
ol HEFML

ID 7|8k RS 01310l MA(EHY DY BV E ) £ Bl HM(042] IDo| HAE S M o
R) 4 S LICH T2 WA Fi Qlatol HMS MEsHs WHES Yot IAM AR MM
o+E|3sd 244 gl o|a}Q H

o
>l
=
a

e EI_/.\_AOH 145t = JSON H& MHMRILICH o & E01 IAM & Al A

X 215t= MH|AAM MH|A 2 E|XH= 0|2

M2 AlR5l0{ EY a|+_01| :ng %'AHA% SHME = UgLich 2laA 7(d oM 2o FHE
IC

02
12
2
O
).
L
_i1
E
>.
>.
N
02
12
mo
ﬁ

ST Mu|Ao e eletel FRILICH Elaa (g WAooz IAML| AWS E 2|

YA ALE5to] AM A e 208


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
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"Resource": "*"

}
]
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
1,
"Resource": "*"
}
]
}
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"Statement": [

{
"Effect": "Allow",
[

"Action":
"directconnect:DescribeConnections

1,
"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/*"

iy
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"Action": [
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iE
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}
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

of CHt 17| M HAM|A Direct Connect
CS oA HA20] CHt e47| MM A HEtE £ 0o4EL|Ct Direct Connect.

JSON

"Version":"2012-10-17",
"Statement": [
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{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

]I

"Resource": "*"

}

of| CHEt | HAM|A Direct Connect

CHS ofl A H2H 20 CHEt ™A HMA HEHS 2 04ELICH Direct Connect.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
]I
"Resource": "*"
}
]
}

Direct Connect XtZ3 3 7|dt H& of| &|(Ef2 7|8t =7 ALE)

E 1 7| Z74E AFE5t0

Bla4 U | CHEt UMAE Moig £ 2
2g ABstod Blas T 27

ol EE B 7|E AEE + U=KI 0

AM Mo 2 EiTE OlS3He WHE IAM AL ABMO i1 E OIS 3 AMA KoIE A ZsHAIA
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Ef1E 7|8t 2 5= Direct Connect 7H4 QIE{H| O|A 44

CHS ool A= B0

23 7| Y preprod = Z=EHM 7ho| e E 0B 7He QlE{H 0]A 9| ¢
22 58t YME dEg = Us gHE 2oiELICH

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:AssociateVirtualIntexface"
1,
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": [
"preprod",
"production”

}
},

{
"Effect": "Allow",

"Action": "directconnect:DescribeVirtualIntexrfaces",
"Resource": "*"

BiI2E 7[8te = stE 2ol CiEh KAl Xi|od

IAM HZo| =7 % Ar&3sto{ AWS E2|AA0 EHOE X|Y5te QEHM MEE =
O1& A|o{e = J&LICt CIS oAM= Ef2oi| &3 7|2 preprod E& Z2H
042} Direct Connect TagResource 242 AI&35t01 7t&f QUE{H[o|A0| E{OE A= H 31%3FE
MM MAMste WS 2odSLICH 2 AtB2M ForAllvalues HZXHE aws: TagKeys 27 7|
o & AtE5tod REM 7| B ER HEES EAILICH
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JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment™: [
"preprod”,
"production”

Y,

"ForAllValues:StringEquals": {"aws:TagKeys": "environment"}

El2 7| X|od

IAM B0l M ZE MB350 Blas EE 2F0| ST EiT 7|8 ASE £ | iR E MofE £

A& LICH

CHE ool A EAT 7] BHZOIMEY, BlAA0 BIIE RIBE 4+ U HAS MAuE 4 s wHS B

o4& LICH.

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"environment"
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of CH8F AMH|A 2473 23& Direct Connect
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Direct Connect = 2= AH|A 9474 o9&t AP & L|CIAWSServiceRoleForDirectConnect. O
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IAM AIEE|(AH8 XL, O &, HE S)7F MH|A 4 g s M5t n HEG
g 1 E = Q&LICH AWSServiceRoleForDirectConnect AH !

&t 7| Q|5 A= Direct Connect 2+ &7 AL StE IAM IDO| 2 H

£ 04524 Ch2 A E 1AM IDOf| A ZE M 2.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": "iam:CreateServicelLinkedRole",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "directconnect.amazonaws.com"
}
}I
"Effect": "Allow",
"Resource": "*"
},
{
"Action": "iam:GetRole",
"Effect": "Allow",
"Resource": "*"
}
]
}
REA[EH LHE2 1AM AFE HE Mol MH[A 42 g HelE HESHAR
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ol A AFE3l= Direct Connect 2| AAE AMK||5HE424 AWSServiceRoleForDirectConnect
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2. B E MACsec 7|2} LA F
7|9} LAG 7to| A4S MHELICh MME & ZFHAIL.

IAME AtE35l0 =322 MH[A A AL S MXstc{H O S sASAHL.
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O] M2Ho| HetE E 4™ AWS Management Console2| AWSDirectConnectFullAccess2 & I5HA 2.

AWS Z 2|3 M 228


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://aws.amazon.com/directconnect/locations/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSDirectConnectFullAccess
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AWS ZH 2|3 H3: AWSDirectConnectReadOnlyAccess
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3 AMAI 2ot o 2 HAE|ELICH MM = the section called “Direct Connect2] ID & & &4 0f
A2 &EsHMR.

Border Gateway Protocol(BGP) & ¢t
ClE{LIS LUEQIT AIAE ZHol HEE 2t E/5H7| Qs CHE E BGPO| o|Z&LIC} BGP 2t Ele o
12 et|xte] 8240lL} BGP stoX|Zol Fer +5 9laLIct. AS7} BGP stolnizio2 =g
I3 E o et™stAH EE st WS dotEe{™H AWSYt QIEU 2t E EotE X[Hst=

StAR.

I

rE
>
P |ﬁ

e
I=IE
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Direct Connect CLI AI2

£ AF83t04 Direct Connect E|AAE ME5tT0 2 AWS CLI & &= U&LILCE.

0x
Lg
L
Inl

CtE o X0l A= AWS CLI B E A& 5}04 Direct Connect 14
Authorization and Connecting Facility Assignment)& Ct2 2 =3t 7L,
Emo|AE Z2H[XMIY £ U&LICH

LOA-CFA(Letter of
chol EE HEE| 7ty ¢

||:|

INESS ﬁ | 0l AWS CLIE Mx|stT A8H0F §rL|Ch REAIEH LI 2 AWS Command Line Interface
A2 HAEME BIESHMAIL.

LiS

« 1A 17 A

(=]
« 2B LOA-CFALCIREC
+ SEHA: 7HAF QIEHIOIA A4 B BHRE] T4 TH2 T

R Bl 9 9% MEQULICH LR 8 ZE 459t Direct Connect 9IS LT UK QI3
LICk. RFMIEH LAS S 18 3l SAE 017 EHIg AESHAAIR

1. 2XH 2[T12| Direct Connect /I1XI& HBELICH HhEtEl E20|M AAE dYst 1kt st fIxlof
CHer @Ix| ZEE HolsLCh

aws directconnect describe-locations

{
"locations": [

{
"locationName": "City 1, United States",
"locationCode": "Example Location 1"

1,

{
"locationName": "City 2, United States",
"locationCode": "Example location"

}
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]
}
2. 42 ddstn 0|F, ZE & I QX[ Z=E X[HgfLct grErEl £30iM AZE IDE H0
ELICH CHZ B A0 A LOA-CFAE ¥ 22{™ 0| ID7t E et

aws directconnect create-connection --location Example location --bandwidth 1Gbps
--connection-name "Connection to AWS"

"ownerAccount": "123456789012",
"connectionId": "dxcon-EXAMPLE",
"connectionState": "requested",
"bandwidth": "1Gbps",

"location": "Example location",
"connectionName": "Connection to AWS",
"region": "sa-east-1"

2EtAH|: LOA-CFACIRZ2E

ale

L8 F0|= describe-loa BHEE ME50{ LOA-CFAE 71X E = &LICH &3
olg s

base64 QAT ELICE 22 LOA LI 2 F &t CIZE 6104 PDF mt U HHsloF &LICt.

=2
=

Linux EE= mac OSE AI23510{ LOA-CFAE 7t {™

ol oMol e HEQ| 0t x|2t £ 20| base64 FECIEIE AHE5I0{ LIES
U2 LHEHL|CH

aws directconnect describe-loa --connection-id dxcon-fg31dyv6 --output text --query
loaContent|base64 --decode > myLoaCfa.pdf

WindowsE Al27310{ LOA-CFAE 71X |

— =

O| (Mol = £240| myLoaCfa.base64t st THUZ ZEELICH F HH B2 certutil |
SEIE|E ArE5tod IS Cl|R Yt £342 PDF IHUE LHE

aws directconneawsct describe-loa --connection-id dxcon-fg31dyv6é --output text --query
loaContent > myLoaCfa.base64

287 LOA-CFALIRZEE
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cextutil -decode myLoaCfa.base64 myLoaCfa.pdf

LOA-CFAE CIR2EE# oz HERHA 2R E= 27| 0|d SZRtoA E-LCt.

Direct Connect @122 FE& &
2to|8! QIE{m|O|AE MAI5I0 VPCH| Q4ZAE 4 Q& Lt
o4

AE M504
VPCO g1 AWS AMH|A0]| @4Z2E £ QI&LICEH IPv4 EEE IPve ECHEIE K25t 714 QIE{H 0| A

g BFE =+ U&Lich

AlZFStZ| ol TR E == the section called “7t& QIE{H|O|A T4 R74" EHO| He RS o dlA|
(@}

E A83tod 7ty QIE{m|o|lA

ddotH £3{ AWS CLiof| it 2t*E T4 EE 7t ZEELICH Clbt
X :

O|la0] 1R EtRE 7S 4d6tE{™ Direct Connect Z2&E AFSELICH RtAM[E IS 2 EI2EH F
SOUOR2EE HHEE HFRSEHAR

7tg =Zetols! elEm oA M

1. VPCO| HAZE 74 Z20|H! HOIEH 0]Q] ID(vgw-xxxxxxxx)E& ©&LICH CHS BHAH0IM 714 2l
E{HO|AE M4d5t2{H O ID7t = & LIC.

aws ec2 describe-vpn-gateways

{
"VpnGateways": [
{
"State": "available",
"Tags": [
{

"Value": "DX_VGW",
IlKeyll: IlNamell

1,
"Type": "ipsec.1l",
"VpnGatewayId": "vgw-ebaa27db",
"VpcAttachments": [
{
"State": "attached",
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"VpcId": "vpc-24f33dad"

2. 7t4 ZEto|8! QIE{H|O|AE MAMELICE O|F, VLAN ID & BGP At AlAHE H3(ASN)E XIH
sHok gfLICH.

IPv4 EE{E o] 22 BGP I|0{& MlMof 2t BoflAM Z2to[H! IPv4 FAT7F L[ RHA| IPv4
FAE KIY8 L AmazonO| CHA FAE MM S & & U&LICH O HIFMIME IPv4 F
A7h SEELCH

aws directconnect create-private-virtual-interface --

connection-id dxcon-fg31dyv6 --new-private-virtual-interface
virtualInterfaceName=PrivateVirtualInterface,vlan=101,asn=65000,virtualGatewayId=vgw-
ebaa27db,addressFamily=ipv4

{
"virtualInterfaceState": "pending",
"asn": 65000,
"vlan": 101,

"customerAddress": "192.168.1.2/30",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fg3ldyve6",
"addressFamily": "ipv4",
"virtualGatewayId": "vgw-ebaa27db",
"virtualInterfaceId": "dxvif-ffhhk74f",
"authKey": "asdf34example",
"routeFilterPrefixes": [],
"location": "Example location",
"bgpPeers": [
{
"bgpStatus": "down",
"customerAddress": "192.168.1.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "pending",
"amazonAddress": "192.168.1.1/30",
"asn": 65000
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"customerRouterConfig": "<?xml version=\"1.0\" encoding=
\"UTF-8\"?>\n<logical_connection id=\"dxvif-ffhhk74f\">\n <vlan>101</
vlan>\n <customer_address>192.168.1.2/30</customer_address>\n

<amazon_address>192.168.1.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>private</connection_type>\n</
logical_connection>\n",

"amazonAddress": "192.168.1.1/30",

"virtualInterfaceType": "private",

"virtualInterfaceName": "PrivateVirtualInterface"

IPv6 ECHES X|5tE 7Ha ZEI0|E! QIE{H|O|AE MM5iE{d {2 SUSH HHS AL SHAM
addressFamily Zt2tO|E{0d| CHEF ipveE K|HEILICH AFXIE o=l MM XEA]| IPv6
FAE X|HE £ gieM, AmazonO| AFEXHO|AH| IPve FAE 2 EHLICE.

3. XML EACR BIRE 74 HEE Hed™ M8t 714 QB Ho|AE MHEFLICH --query Ttet
O/E{E AF835104 customerRouterConfig MEE F&31T --output IIZIO|E|E ALl A
o2 IEEIEZ HIAEE A MELICH

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-ffhhk74f
--quexry virtualInterfaces[*].customerRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-ffhhk74f">
<vlan>101</vlan>
<customer_address>192.168.1.2/30</customer_address>
<amazon_address>192.168.1.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>private</connection_type>

</logical_connection>

7hAF HE2] QIE{m| 0| A AiAd

1. 7ha Zato|! QIE{H|O|A S M AI5HE4T 0|2, VLAN ID X BGP AHE A|AE 8135 (ASN)E X|
SOk & LCt.

VAl
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g, IPv4 EEiE | B2 BGP I|0{3 M| Zf dl=of CiEh HEE] IPv4 FAE X|™Hst T, BGP
Sofl 22 HEE IPv4 Z= & XIGsHok ELICE ofef oiXol M= IPv4 EEiEE 21T 7t

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,amazonAddress=203.0.113.1/
{cidr=203.0.113.4/30}]

{
"virtualInterfaceState": "verifying",
"asn": 65000,
"vlan": 2000,

"customerAddress": "203.0.113.2/30",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fg31ldyve",
"addressFamily": "ipv4",
"virtualGatewayId": ""
"virtualInterfaceId": "dxvif-fgh@hcrk",
"authKey": "asdf34example",

"routeFilterPrefixes": [

{
"cidr": "203.0.113.0/30"
3,
{
"cidr": "203.0.113.4/30"
}
1,
"location": "Example location",
"bgpPeers": [
{
"bgpStatus": "down",
"customerAddress": "203.0.113.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "verifying",
"amazonAddress": "203.0.113.1/30",
"asn": 65000
}
1,
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"customerRouterConfig": "<?xml version=\"1.0\" encoding=\"UTF-8\"?
>\n<logical_connection id=\"dxvif-fgh@hcrk\">\n <vlan>2000</
vlan>\n <customer_address>203.0.113.2/30</customer_address>\n
<amazon_address>203.0.113.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>public</connection_type>\n</logical_connection>

\n",
"amazonAddress": "203.0.113.1/30",
"virtualInterfaceType": "public",
"virtualInterfaceName": "PublicVirtualInterface"
}

IPv6 ECHEE X|HstE 7t =2 QB 0|AE 4 d5tE{H BG g IPv6 2t E
£ X|gg = A&LICH A8 A= T3 Mol CHal IPve FAE X|HE = 9.1 H, AmazonO|

ALEXtoll A 1Pve FAE SR LICE ot ool ME IPve ECiEE fI8F 7 HEZ! QIE{H[ O]
AE HEELICH

o OH"
oI

HL

, 10 Y

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,addressFamily=ipv6, routeFi
{cidr=2001:db8:64ce:ba01::/64}]

2. XML AR BIRE 74 HEE Eed™ M8t 714 QB H o|AE MHEFLICE --query Ttet
O/E{E AF835104 customerRouterConfig MEE F&31T --output IIZHOIE{E AL A
oz IEEI EZ HIAEEZ T M8LIC

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-fghOhcrk
--query virtualIntexfaces[*].customexRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-fgh@hcrk">
<vlan>2000</vlan>
<customer_address>203.0.113.2/30</customer_address>
<amazon_address>203.0.113.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>public</connection_type>

</logical_connection>
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E AI235}104 Direct Connect APl 3= 2Z AWS CloudTrail
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= AWS MH|A QL E&HEILICH Direct Connect. CloudTrail2 Direct Connect ol CHet 2 E API 21 &
£g o|HEZ HXELICH X El= & 0i|= Direct Connect 2£ 2| &1} Direct Connect API ZF4
of gt TE S &0 Z&ELICH FME 45t O|HIEE Z #5104 CloudTrail O|HEE X|&XMo

S|
2 Amazon S3 HHZ/of| HIZ & = Q/&LIC} Direct Connect. X2 FM45HX| 2f2 B0z O|HE 7|
£0{ M CloudTrail 2£ 2| 2[4 O|HEE 2 & U&LIC} CloudTrailol M =&l8t HEE A&5t0{ =
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El 2™ 23o| =¥El Direct Connect IP T4, Q™EE &St AR, 20| £&E AlZH L FII ME
MEE =olg £ l&Lct

Direct Connect CloudTraile| M&

AWS HHE g & ml 7|70 M CloudTrailO| & AsEL|Ct oM &S 0| 2432 Direct ConnectdH

AMEh i
o gr=50| O|HIE 7|29| C}2 AWS AH|A O|HIEQ} &7 CloudTrail O|HE | 7|2 =lL|CH. AWS HI&
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J0M +~ZlEl o|HE C|0|EE 712 BMst ZXIE FIot= S CHE AWS MH|AE 7 HE = U&
LICH RtAM[EH LHE2 O S A2 & HZ st L.
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 CloudTrail X MH|A & E8
+ CloudTrailol A Amazon SNS 2] F44

- 0] B 22 E CloudTrail 23 It #7| & 048] HHS 2 £ H CloudTrail 21 Tl 87|
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DEOME W ET F=oes @HEES MYst Ar&%tof CHet WE 7 E0{ JU&LICt ID WEE 0|85t

HOss M THEE = Jauct

- Q%0| EE == AWS Identity and Access Management (IAM AL X} X4 SH2 Z O|F0{Fi=X|
o L |Ct.

- Qg = OB olM AL ALS| YA At E BHE ALE5H04 20| MM E|R=X] 042,

- R%FO0| CHE AWS MH|A0f 2|l O|F0{3i=X] 04 &]L|Ct.

REA[EH LH CloudTrail userIdentity E ZZTAML.

Direct Connect 21 It &= O|dH

EgiY0[2 X|Et S3HZo| OHEE 21 TR U= 5= JUH st T LICE CloudTrail 21

o= stLt o4 ol 20 50| ZEE = UELICH O|HEE ZE AAZREO|HYU @FE LE

L @& 2, 2] et Azt @™ mi2t0|e Sofl chet HE7F E0{ /&Lt CloudTraill 21 1t

U2 HEEZ API &Y S £0| FZ AR EPY0|AT OILIEE §H = ME EA|E[X| d&LICH

Ct=2 20 CHEt CloudTrail 21 2|2 = 2| of| IL|Ct Direct Connect.

Example0i|: CreateConnection

L

"Records":

{

"eventVersion": "1.0",
"userIdentity": {

"type": "IAMUser",

"principalId": "EX_PRINCIPAL_ID",
"arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",

"accessKeyId": "EXAMPLE_KEY_ID",

"Alice",

"arn":

"userName":
"sessionContext": {
"attributes": {

"mfaAuthenticated": "false",

"creationDate": "2014-04-04T12:23:05Z2"

iy

"eventTime": "2014-04-04T17:28:16Z2",

e §= ol
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"eventSource": "directconnect.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": {
"location": "EQSE2",
"connectionName": "MyExampleConnection",
"bandwidth": "1Gbps"
I
"responseElements": {
"location": "EqSE2",
"region": "us-west-2",
"connectionState": "requested",
"bandwidth": "1Gbps",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fhajolyy",
"connectionName": "MyExampleConnection"

iy

Example0d|: CreatePrivateVirtuallnterface

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2014-04-04T12:23:05Z"

": "arn:aws:iam::123456789012:user/Alice",

Direct Connect 21 I} &= 0|3l
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},

"eventTime": "2014-04-04T17:39:557",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreatePrivateVirtualInterface",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": {

"connectionId": "dxcon-fhajolyy",
"newPrivateVirtualInterface": {
"virtualInterfaceName": "MyVirtualInterface",

"customerAddress": "[PROTECTED]",
"authKey": "[PROTECTED]",

"asn": -1,

"virtualGatewayId": "vgw-bb@9d4a5",
"amazonAddress": "[PROTECTED]",
"vlan": 123

1,

"responseElements": {
"virtualInterfaceId": "dxvif-fgq6lméw",
"authKey": "[PROTECTED]",
"virtualGatewayId": "vgw-bb@9d4a5",
"customerRouterConfig": "[PROTECTED]",

"virtualInterfaceType": "private",

"asn": -1,

"routeFilterPrefixes": [],
"virtualInterfaceName": "MyVirtuallInterface",
"virtualInterfaceState": "pending",
"customerAddress": "[PROTECTED]",

"vlan": 123,

"ownerAccount": "123456789012",
"amazonAddress": "[PROTECTED]",
"connectionId": "dxcon-fhajolyy",
"location": "EqSE2"

}I
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Example0i|: DescribeConnections

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

},

"eventTime": "2014-04-0Q4T17:27:287Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeConnections",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",
"requestParameters": null,
"responseElements": null

iy

Example0i|: DescribeVirtuallnterfaces

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",

Direct Connect 21 I} &= 0|3l
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"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z"

}
}
I
"eventTime": "2014-04-04T17:37:53Z7",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeVirtualInterfaces",

"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"connectionId": "dxcon-fhajolyy"

},

"responseElements": null

}I
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